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Getting Started with CloudBerry Backup

CloudBerry Backup (CBB) solution was designed to facilitate PC and server data backup operations to
multiple remote locations. It is integrated with top Cloud storage providers, allowing you to access
each of your storage or start a sign up to a Cloud platform directly from CBB. It also works fine with
network destinations like NAS (Network Attached Storage) or directly connected drives.

This document is the complete guide to the CloudBerry Backup deployment, configuration, and usage.

Product Editions & Licensing

The CBB can be downloaded directly from CloudBerry website with several editions.

e Windows Desktop (including FREE Edition) / Server.

e Microsoft SQL Server.

e Microsoft Exchange Server.

e Oracle Database.

e Ultimate (former Enterprise).

o CloudBerry Backup for NAS (QNAP and Synology).

They differ in functionality, storage limits and individual solutions availability. We accomplished a
chart with basic editions to give a clear perspective.

CBB Edition Desktop Desktop Server MS sQL MsS Ultimate
Free Pro Exchange

File-level + + + + + +

Backup

Image - - + + + +

&) CloudBerry Lab



http://www.cloudberrylab.com/cloud-backup-windows-desktop.aspx
http://www.cloudberrylab.com/cloud-backup-windows-desktop.aspx
http://www.cloudberrylab.com/best-bare-metal-backup-software.aspx
http://www.cloudberrylab.com/microsoft-sql-server-cloud-backup-software.aspx
http://www.cloudberrylab.com/microsoft-exchange-server-cloud-backup-software.aspx
http://www.cloudberrylab.com/oracle-db-backup-software.aspx
http://www.cloudberrylab.com/enterprise-cloud-backup-software.aspx
http://www.cloudberrylab.com/backup-qnap.aspx
http://www.cloudberrylab.com/backup-synology.aspx
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On the download page, there are also links for Mac and Linux Editions. For Windows, CBB is
distributed within Universal Installer so that you can choose the desired edition after the download.

The license of a CloudBerry Lab products is permanent and can be moved over, in case you recover
the computer as a virtual machine (VM) or using the new hardware. There is also a volume discount —
the more copies you buy, the cheaper they are. Estimated personal price is available on the Cost

Calculator page.

CloudBerry Backup has free 15-days trial without limitations so that you can test any backup and
recovery scenario before purchase. An upgrade to the advanced edition can be done just paying the
difference and activating the new license in the GUI. Please find the License Upgrade Wizard on the

separate page.

System Requirements

CloudBerry Backup is a cross-platform product, which follows the diversity of modern business IT-
solutions. You can run CBB on:
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e Windows Server 2003/ 2008/2008 R2/2012/2012 R2 (including Core option), Windows 7/8/10.

e Ubuntu 12/14; Suse 11/12; Red Hat 6.x/7.x; Fedora 12/21; CentOS 6/7; Oracle Linux 6.x/7.x.

e Mac OS 10.8 or newer.

e Synology or QNAP device with an Intel or ARM processor (for NAS editions respectively).
There are also special requirements for successful operation:

® Microsoft .NET Framework 4.0 (For Windows Edition).

® 1.4 GHz 64-bit processor.

e 512 MB RAM.

e 100 Mbps of network bandwidth (1Gbps is better).

To maintain a dedicated backup of Microsoft SQL Server and Exchange with CloudBerry Backup, you
need to have such versions as:

e Microsoft SQL Server 2000/2003/2005/2008/2012/2014/2016 (including Express edition).

® Microsoft Exchange 2007/2010/2013.

Supported Cloud Services

CBB can backup data to 59 different cloud storage facilities, which are listed on CloudBerry Lab
Partners page. All supported providers for the current license are available under Add Account tab of
CBB Main Menu.

The most popular destinations are:
e Amazon S3.
® Amazon Glacier.
® Azure.
e Google Cloud.
e OpenStack.
e Rackspace.
e Backblaze B2.
® Oracle Cloud.

...and others.
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Architecture

CloudBerry Lab uses the “one machine — one instance” principle of the backup system deployment,
which means that every maintained computer needs an individual copy of CBB installed. Nevertheless,

with Ultimate you can backup data from multiple computers using network paths such as
\\PC1\share\.

All backups of the computer identified by the individual Backup Prefix. If you specify the old prefix on
the new machine, CBB will access all previously saved data on the storage. One backup prefix can be
assigned to several computers to create a shared storage. It's useful with user workstations, which
have almost similar OS and software bundlings. Find out more on the How to Recover Jobs and
Presets on the New Server section of this document.

Backup with CBB is highly customizable. You can use any number of cloud or local storage facilities
simultaneously. Moreover, the data can be freely moved between a cloud or a local storage systems
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using built-in Wizard. Even if the backups are transferred manually to another storage, CBB can
recognize them by the backup prefix.

How to Install

Note: in this example, we use Windows Server 2012 as a platform. The process is quite the same on the other
systems, so find out more on Mac and Linux download pages.

Get the universal installer on the CloudBerry Backup download page.
Double-click on the .exe file to launch the Windows installer. If the system needs the update
or required software frameworks are missing, the installer will prompt to fix it.

3. On the first launch, choose licensing option to start CBB. It described in detail in Activation

section below.

4. After starting the software, the home page with main options opens. They are gathered into a
few groups: Backup Plans, Restore Plans, Backup Storage, History, and Welcome. We shall
come back to them later.

e w229

Restore as Amazon Machine Image (AMI) or

Restore to Amazon EC2 for disaster recovery -
as EBS volume

Version Update

During the first year, all the updates are free. You can check for the new releases in Help — Check for
Updates section of CBB Main Menu, or enable the automatic update in the General tab of CBB
Options Menu.

After the first year, updates are available only for customers with a support subscription. CloudBerry
Backup Maintenance plan costs 20% of product price and includes annual updates and email-based
technical support. You need only one support subscription for any number of CBB copies. Check the
price and calculate the bill on the special page.
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& Options

| Fepository | Advanced |

General | Connection | Bandwidth | Provey | Motification | Retention Policy | Logging |

@
L[] Setup general settings

Show the program in system tray
(®) Newver
() only when minimized

() Bhways

Check for a new version automatically

[ ] Protect conscle with master password

the console,

[ ] show confirmation message when closing the wizard

Liser interface language:  |English

Mote: ou wil have to enter the password every time woll open

(84

Cancel

Apply

Silent Mode Installation

You can also launch Installation in the silent mode by running the next command in the Windows

Command
CloudBerryBackup_vx.x.x.XULTIMATE.exe /S

[/D=C:\custom

Where vx.x.x.x is the version of CBB, and ULTIMATE is the edition.

&) CloudBerry Lab
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Activation using GUI

There is a trial available in case you would like to try CBB first. Click the Start Trial button at the
bottom left of the window and you'll get 15 days of free usage of the CloudBerry Backup. The

activation procedure is explained in detail next.
& | CloudBerry Backup
(' g CloudBerry Backup

Use Home Edition (free)

Home edition is free and for private use only. It can be run

n Desktop OS and on the computer that not included in

Start 15 days Trial (free) v
Try full version for the next 15 days absolutely for freel!!

Activate commercial version

Enter the license key and activate commercial version now

1. You can activate the product at any time — during the trial period or when it is expired. Get the
license on the separate page (same to Buy Online button) and click on Activate commercial
version button on the main CloudBerry Backup start screen.

&) CloudBerry Lab
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2. Enter the e-mail and license key received by email into the relevant fields, press Activate.

2 Activate PRO version
é' g CloudBerry Backup

Enter your email, License key and click Activate button

Email:

License key:

Cffline Activation

Beport issue Prooy Settings

The program will verify the key and activate the acquired edition.

Note: if you want to change the product edition, e.g. you use Server Edition and want to upgrade to Ultimate, release the
Server Edition license in the product and activate an Ultimate Edition. Press on the Main Menu button, and select Help —
Release Licence.

If there is no internet connection on the computer, the key won’t be verified. In this case, you can
activate the product offline.

Activation using Command Line

You can also use console commands to activate the CBB. To activate the trial, change the current path
to the CBB installation folder:

cd “C:\Program Files\CloudBerryLab\CloudBerry Backup”
Then run the next command:
cbb.exe activatelicense -e "your_email_adress" -edition "ultimate" -t

Specify the desired edition instead of ultimate. To activate the commercial license, run the next
command:

cbb.exe activatelicense -e "your_email_adress" -k "license_key" -or

&) CloudBerry Lab
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Where license_key is the key received.

If you don’t have the Internet connection at the moment, use the same command to request offline
activation. In the output, you get a service key, which has to be sent to support@cloudberrylab.com.

C:“Program Files“ClouwdBerryLab“CloudBerry Backup>chh.exe activatelicense —e “cht
estlc lonwdberrylab.con' -k "hd44c?3f2-164e—-46ed-adli-bhcc??8cf?" —or

ClouwdBerry Backup — Restore Only Command Line Interface started

Offline request generation

Offline request is generated. Pleasze send the following to support@cloudberrylab
.COm

Y JrU?KWRULCU?gnZxsYO0bY ugQHn A ID3»? iHZZU jso INf galzs6 UMz U6 QEDvALRAL JE0i43c pUNE vxo G+
hcRedyatetkBQs ldyre jlQJatcQI RubDuHigktin?3vKij?wdaRomhkHs hcM4edSQkd yJADI PDIH +H +3H
SndOAfuksTshJuwk+0kI I5UaLldGg8oppCky k6 DBLBf RUMUE iE?0jGLIckdn jlz0RgplsalY6Fnxvllhill

LglCLypxxTt?pPzkhgxg jxQthiE18FRchjltGicolLinBE2bCY RAPGUdyl wlR+pOf HOAhSHgmlcdUf Pmo
JIEwYS6cugd={MKpRFyDdmnQoalEf oot h3HmWI1od?ChSsQ5ab6ZDsJa2WSgGiKOf U6 BLoBe I pbhgplgu
HApdRml 1TgkIACUG pHaLlx jwBUIUFk?LAS4Qc EHPDzaf +1 geuNRx51z] SHOuJUT Qb oCulxrPiZLw? TEH 4
Ut Gmf pnPQ?wEHNtOT TxaHknyWla'? +8e 76 CGhM48kIGkrD1iaxKBhQQFoO8HuPf aZNBtnsculleSglgY8G
GUd.amE2ZHUDac hRBCh/ LUgUa KbmSuLTSIof?i26U=

C:“Program Filesz“CloudBerryLab“~CloudBerry Backup>

Support will give the activation key. Use key as follows to activate the CBB:
cbb.exe activatelicense -e "email" -k "license_key" -oa "activation_key_received"

For more information, see the Command Line Interface section of this document.

How to Backup

Before starting a backup, you may want to tune up CloudBerry Backup settings:set a proxy, limit
bandwidth, set default settings for new backup plans, etc.

. CloudBerry Lab
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CloudBerry Backup Configuration

Click Options on the Tools tab to access application settings. Here you can change CloudBerry Backup

parameters.
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General

On the General tab of Options, you can do the following:

Specify if the CBB icon appears in the system tray.

Enable automatic version update.

Prevent accidental Wizard closing with the confirmation window.
Protect Options console with the password.
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e Change interface language (15 |languages including Chinese are available).

| Options -

| Logging I Repositorsy | Advanced |
General |C|:|nnecti|:|n | Bandwidth | Priogy | Motification I Retention Palicy |

o
JUu

Setup general settings

Show the program in syskem tray:
® Mever
() only when minimized
() nhways
Check For a new wersion automaticalky
] show corfirmation message when closing the wizard

[ ] Pratect console with master passwaord

Mote: ‘fou will have to enter the password every time vou open
the console,

User interface language: | English W

(04 || Zancel || apply
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Connection

If CBB can’t reach network destination, it makes several attempts to reestablish the connection before

reporting an issue.
& Options -

Logging I R.epository I Advanced |
zeneral | Conneckion |Eandwidth | Proxy | Matification I Retention Policy |

@

| Setup connection options
]

Mumber of atkempts: 3 =

Time between retry attempts {msec): 400 2

[ ] Use MDS checksum

(04 | | Zancel | | Apply

At the Connection tab, the options define the number of attempts and the timeout period.

&) | CloudBerry Lab
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Bandwidth

The Bandwidth group controls CBB network utilization. It can specify the maximum speed for cloud or
local destinations.

& | Options -

Logging | Repository .ﬁ.dvanced|

General | Connection | Bandwidth |P'ru:uxy II"-.I::utiFicatinn Retertion F‘-:uliu:*;.f|

I-Fl-r-l

L

1
E] Bandwidth options
L

Ww'hen uzing cloud storage:

® Unlirnited ) May speed: 500 KEyhels

Ww'hen uzing local storage:

® Unlimited () Max speed: 1000 KEytels

Enable specific schedule

Add | | Edit | | Remove

Mondaw-Friday 8:00 AM-5:00 PM Cloud: 9.8 MB)'s Local; Unlimited

Sunday, Saturday 5:00 AM-8:02 PM Cloud: Unlimited Local: 8.58 GE/'s

(04 | | Zancel | | Apply
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Enable specific schedule feature assigns network usage limits for each day of the week.
| Schedule Options -

Weekdays and time inkerval;

Maonday wednesday Friday [] saturday
Tuesday Thursday [] sunday
From  |0&:00 2 Ta 17:00 2

Bandwidth settings:
When uging cloud storage:

®) Urlimited ) Max speed: 500 KBvbels

“When uzing local storage:

®) Urlimited () Max speed: 1000 KBvtels

(4 | | Cancel

For time periods not covered by schedule, global settings are applied.

&) CloudBerry Lab
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Proxy

At the Proxy tab, you can specify the intermediate server for the Internet access. With the Auto-
detect proxy settings enabled, CloudBerry Backup will use operating system defaults.

| Options -

Logging | Repository | Advanced |
General | Conneckion | Bandwidth | Procy |r'-.I|:|tiFi|:aI:i|:|n I Retention Palicy |

o
JUu

Setup proxy setkings

® Do not use proxy
() Auto-detect proxy settings

() Manual proxy configuration

g

sz authentication

(04 || Zancel || apply

We recommend testing of the new configurations by creating a backup plan.

Notification

CBB can notice about backup or restoration process completion status via an email.The application
will use the email and username specified as the default on the Notification step of any Backup and
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Restore Wizard.
& Options -

Logging | Repositary | advanced |
izeneral | Conneckion I Bandwidth | Proxy | Matification | Retention Policy |

[
JUu

Setup backup notification settings

Specify the email address you wank to receive notification:

Email; |c|:utest@u:|u:uuu:||:uerr‘;.-’.u:-:um |

User name: |CB-user |

Howe wwould wou like to send notification emails:
(®) Using CloudBerry notification service
() Using my SMTP server

SMTP settings

(a4 | | Cancel | | apply

You may also connect own mail server by selecting of Using my SMTP server option

Repository

CBB uses the database to monitor the contents of the connected storage and track down
modifications. File deletion, storage operation by third-party software and backup migration may
increase its size, as CBB keeps the old records in case the user will restore data manually. Clicking on

&) CloudBerry Lab
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the Shrink Database option will delete redundant records and decrease the database size.
& Options -

General | Connection | Bandwidth | Proy II"-.I::utiFicatinn |Retentinn Palicy |
Logging | Repository | Advanced

I:I-r;l

E] Configure Repository Options
1]

Current database size: 8.7 MB

| shrirk. Database |

Location: |C:'I,F'ngramData'l,GDLIdBEFr";.-'Lah'I,C|DLIdEiEFr‘;.-' Eiau:kU|:|| '&'... |

Synchronize Repository

(a4 | | Cancel | | apply
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Synchronize  Repository feature force the wupdate of backup storage database.
& | Synchronize Repository | x|

/% Moke:  This feature should only be use in emergency cases.
wau are nak sure do not use i,
I If b sure do not use it
1
This dialog helps synchronize backup settings between cloud storage and the local
computer, Please contact suppork@cloudberrylab, com For more details,

Select storage account wou wank to synchronize then press 'Synchronize Mow' bukton,

ArCcount: | Amazon (Lask synch was on 4132016 3:19:55 PM) v

o= (g

| Synchronize Mow

Close

As the cloud providers usually charge for the data requests, you should use this features only in
particular cases such as described in Advanced Solutions — Glacier Restore section of this document.

Retention Policy

Retention Policy defines the number of versions stored for each of backed up files, including their
maximum age and the deleting delay time. You can establish custom retention policies for new backup
plans, but keep in mind that larger versions history requires more storage space. Find out more in

&) CloudBerry Lab
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Additional Features - History section of this document.
& Options -

Logging | Repository | Advanced |
izeneral | Conneckion I Bandwidth | Proxy I Motification | Retention Policy

i

Py
| Setup retention palicy
||

[ ] Delete versions older than
1 day =
Always keep the last version
Keep number of wersions (For each file)

Murnber of wersions; 3 -
[] Delay purge for: 3 = |dary =

History retention policy:
[] Delete records older than
1 2 |day -
Keep number of records
Mumber of records: 10000 2

O | | Cancel | | Apply

Other Options

Logging and Advanced options tabs are described in detail in Troubleshooting and Advanced
Solutions — CloudBerry Backup Advanced Options sections of the document.

Backup Types

The Backup group of options provides the following data backup services:

File-level;

Image-level;

Synthetic;

Microsoft SQL Server backup;

Backup of a Microsoft Exchange Server;
Cloud to Cloud and Cloud to Local transfers.

&) CloudBerry Lab
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If you click on any of these options, the Backup Plan Wizard launches, helping you to create the first
Backup Plan (it is similar to Backup Job in third-party apps).

ools
4 M5 SO Server S C0oud to Clowe O ¢ <1 Retrech
M5 Bochange A Ooud % Locsl il o )= Saprce
Frmazen Mabe
Backus ians Welcome to the Create Backup Plan Wizard
fot
0 CloudBerry
terprise Edition This wizard helps you to craase new badhup plan: specify
2 files 0 bachup, cormprassion and enoryption options,
avarced settngs vl AADMate process
G
Bac
i
t Y
1
g tlapeect 012%13
Cun I et | comn |
w Bardvwcth Unirdod
00N EC2 %or chaastar Fetry atterpts: 3 dtewphs, e babwasn attampbs i 400 niseconds
ore as Amazon Madhine Treesd court

o FRE il Process ey el ] Ganer ol Process Pricets

The Wizard will guide you through all required parameters of a backup plan you have chosen.

File-level Backup

File-level Backup helps to save various files and folders on the computer. It is the best way to protect
a user data since it doesn’t require as much space as other backup types and performs generally
faster. If you also need to protect OS system partitions, we recommend using Image-level backups.

To start protecting files and folders on the computer do the following:

1. Click the Files button on the Home tab to launch the Wizard.

&) CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

2. Click Next and select a storage for your backups.

& | Create Backup Plan Wizard -

Select Cloud Storage @

Select Cloud Storage For wour Backup or creake a new

ane CloudberryLab

(_\0' Add Mew Account

-x.-H--J () CB-TEST bucket {(Amazon 53)

=

@ () CB-test-Glacier {Amazon Glacier)

L

() amazon {Amazon Cloud Drive)

j (_) MyDedup (Deduplication Server)
B C

s ) O mapped (File System)

ﬁ () MyDrive_1 {OneDrive)

3. CBB helps facilitate backup management in a number of remote storage providers, so you
need to subscribe for one of such cloud storage facility. Alternatively, you can start a sign up
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directly from the Backup Wizard.
& | Select Cloud Storage - | =[]

Popular
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‘__L]j I ] B C e f
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Featured
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4. Let’s add Amazon S3 storage as an example. Once you login to S3, CBB will remember the
account to choose it quickly for next backup plans. Click Add New Account and double click on
the Amazon S3icon in the appeared list.

5. In the Amazon S3 Account window, specify the display name for this storage and provide
security keys to connect existing S3 account. If they are correct, the bucket will appear in the
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Bucket name dropdown.

& Amazon S3 Account -

Amazon 33 Skorage Accounk | Cost Estimates | Consistency Check,

bl
EH Setup Amazon 53 settings

Amazon 53 account:

‘ou can impotrk an account from one of CloudBerry products,

Display name: |

®) Use Access and Secret keys

Access ey

Secret key:

) Use AWS IAM role policy
Applicable iF wou run application on &W3S EC2 inskance

Bucket name: <5pecify buckek =

advanced setkings

Specify Proxy Settings

Con't have an Amazon $3 account 7
reake an account - Ik will bake just a Few minukes!

(0] 4 Cancel

6. You can also choose to connect to S3 account via an IAM role policy or to import the
credentials from another CloudBerry software. To establish a new S3 account right away, click
the Create a new account link at the bottom to open AWS sign up page.

7. After selecting storage and clicking Next, specify the plan's name and decide whether to save
its configuration on the cloud storage. That helps to restore jobs and presets in case the local
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storage is no more available.
& | Create Backup Plan Wizard | x|
Plan MName li !b
Specify a plan name
CloudberryLab

Plan name: |Backu|:u plan on 7/22/2016 7:158:01 AM |

[] 1d like to use &WS Impart § Export Feature to make initial backup

Mote: ‘%our data will be copied to snowball or portable storage device {i.e. initial
backup). ¥our data will be uploaded to the Amazon 53 storage. You can monitar

the plan status on the Backup Plan tab, Compression and encryption will not be
used for the initial backop,

Save backup plan configuration to the backup storage

Mote: If wour plan has encryption, the encryption password will not be stored by
security reason, You will have to specify the encryption passwaord during restore.

< Back. | | Mext = | | Cancel
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8. At the next step, select Advanced, Simple or Custom mode for backups. The Advanced mode
enables many helpful CBB features such as, for example, data encryption and versioning.

& | Create Backup Plan Wizard x|

Select Backup Mode @

Select backup mode depending of that Features wou want
CloudberryLab

® Advanced Mode
g8 Encryption, Suppart multiple File versions, Block level backup
= You can't access files with other dient tools

() Simple Mode
gk You can access your data with AWS Conscle

= Only Amazon Server Side Encryplion, Mo file versions, Block level backup
applies only For files larger than 5 Gh

) Custom Mode

Store vour files in specified Folder (no additional Folders will be created)

() Archive Mode {combine all files into one archive)

Recormmended when vou back up a lot of small files ko reduce number of requests
to cloud storage

| < Back. | | Mext = | | Cancel |

9. If you've chosen the Advanced mode, you can decide whether to use VSS or backup NTFS
permissions. Another useful feature is Block Level Backup. It reduces network and storage
utilization by uploading only those parts of the files which have been modified since the last
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run. Properties of the feature adjusted on the Full Backup Schedule Step.

& Create Backup Plan Wizard -

Q

CloudberryLab

Advanced Options
Select advanced options

Use block level backup
Force using %53 (Wolurme Shadow Copy Service)

Note: this option is recommended if you are selecting fles that potentially could be
accessed by the third-party application when the backup is in progress

[] Backup NTFS permissions

| < Back | | Mext = | | Cancel |

10. During the following steps, a number of other options are to be selected, such as types of files
and folders to store, limitations by the time of their modification, data compression, and
encryption. You can also use particular S3 storage classes to reduce storage expenses. Read
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more on the AWS S3 Storage Classes page.
& | Create Backup Plan Wizard | x|
Compression and Encryption Options @
Specify file bvpes wou wank to compress and encrypkion
options CloudberryLab

[] Enable compression

Enable encryption

Algorithm: |AES 256 bit ‘]
Password: |********** |
Canfirm password: |********** |

[] Encrypt filenames

[] server side Encryption {Amazon 53 onky)

@
&)
Ken ID:
[] Use Reduced Redundancy Storage @
[] use standard-I4 Storage Class @
| « Back | | Mexk = | | Cancel
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11. One of the most useful CBB features is Retention Policy. It allows specifying the number of
versions to keep, their maximum age and the deletion delay timeout.

& | Create Backup Plan Wizard x|

Retention Policy @

Specify retention palicy For backup Files
CloudberryLab

‘Wersion retention policy (allowed only in Advanced mode)

() Use defaulks

Ilse default options specified For the whale product

() Specify cuskom retention policy For backup plan

1 2 |day e

3 )
3 o [day =
[] Delete files that have been deleted locally

30 2

3

| < Back. | | Mext = | | Cancel |

12. You also need to define a Schedule for the new plan, allowing CloudBerry Backup to handle
backup plans automatically. You can also proceed next without a schedule, thus making the
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backup plan launching manual.
& | Create Backup Plan Wizard x|

Schedule @

Specify schedule options

CloudberryLab
Backup plan can be run manually or aukomatically by schedule.
® Mo schedule {run manually)
) specfic date: | 7izz/z016 El~ | Time: |o0:00 2

() Recurring  [dit schedule]

() Real-time Backup

Real-time Backup will automatically monitor selected Folders For new
and updated files and copy them to cloud storage

[] stop the planif it runs for: (15 -2 hourfs) |0 2| minukefs)

Mot Scheduled

| < Back. || Mext = || Cancel |

13. If you choose to use block-level backup, CBB can periodically copy all volume data. This Full
Backup Schedule goes aside of general schedule, and isn’t an inevitable thing. But if a block-
level backup runs every day, it is recommended to make a full backup once a week to increase
data durability and facilitate restoration.
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& Create Backup Plan Wizard -
Full Backup Schedule @
Specify ful backLp schedule options, CloudberryLab

Schedule full backup

Note: Itis strongly recommended to run regular full backup
wihen Lsing block level backup, Gtherwise you wil not be able to

annly retention policy for old versions.
Edit schedule

[] stop the plan ifitruns for: |15 5 hour(s) [0 5 minute(s)

[] run full instead of block level if total size of previous block level backups larger than:
50 2

£

Occurs every month on First Sunday at 12:00 AM,

| < Back | | MNext = | | Cancel |

Remember that block-level recovery progresses in two steps: first, you recover the last full
backup, then apply all the incremental backups made afterwards.

14. CBB can execute Windows Command Line scripts before or after the backup job. That helps
involve third-party software into the backup process or perform additional CBB tasks. See
Advanced Solutions — CloudBerry Backup Advanced Options — Command Line Interface
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section of this document to find out about particular implementations of the feature.
& Create Backup Plan Wizard | x|

Pre / Post Actions @

Specify commands vou want to be executed before
andjar after the backup completes Eloudherryl.ab

[] Execute this command before backop runs:

[] Execute the command after backop completes:

< Back, | | Mext = | | Cancel
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15. Finally, it is possible to define how CBB can notify you. The backup plan can add status
notifications to a Windows event log or send it by email.

& Create Backup Plan Wizard | x|

Motification @

Specify naotification options

CloudberryLab
I want to receive notification email when backup completes
® ‘When backup Fails
() In all cases
Email; |chtest@clnudberry.cnm | E
User name: |CB-user |
Email subject: |CIDudBerry Backup %:RESLT: | E

[] T want ta use my SMTP server For email notifications

Specify this option if vou want bo send notification emails using your own
SMTP server, This option requires specifying an additional SMTP settings

Generate detailed report

[] Add entry to Windows Event Log when plan completes

< Back | | Mext = | | Cancel
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16. After clicking Next, a new summary page opens so you could check new settings. Click Next to
create and launch the new backup plan.

& | Create Backup Plan Wizard x|

Summary @

Review Backup plan
CloudberryLab

Summnary:

lan name: Backup plan on 7/22/2016 7:18:01 AM ~
Save backup plan configuration ta the cloud

Backup Mode: Advanced

Bucket name: cb-test-s3bucket
Backup prefix: CB-TEST-YM

Backup sources:

File filker:
backup all files, except system and hidden files
Backup options:
Compression; disabled
Encryption: enabled
Encryption algorithrn; AES 256 bit
Retention policy:
default retention palicy
Schedule backup:
Ocours every day at 12:00 AM. w

Click. "Mext" to create plan now

< Back. | | Mext = | | Cancel

Image-level Backup

The image is the file containing the disk data, partitions, structure, file system, and other properties.
Unlike the archive, the image copies data on a block level. But still, it is possible to retrieve separate

files and folders from the image. This backup type is typically used for a disaster recovery, hardware
migration, and virtual machines deployment.

To run the image-based backup, press Bare Metal button on the Home tab.

1. After the backup plan’s name specification step you have to select the backup type:
o Image Based option copies the disk or its separate partitions. You can also recover separate
files from the image. This mode allows restoring VM to EC2, Azure or as a virtual disk.
e System Image (former Bare Metal) option backups all root volume with boot files and OS
using built-in Windows recovery feature. It’s used for restoration to the new hardware or for
repair of heavily corrupted system.
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e System State option copies boot files, registry, drivers and other OS-crucial data with built-in
Windows recovery feature. It is often wused for a system repairment.

& | Create Backup Bare Metal / System State Plan Wizard -

Select Backup Type @

Select bype of backup wou want to proceed.
CloudberryLab

®) Image Based Backup
Creates image backup For any Windows Operating System skarking windows Wiska
and above,

() Bare Metal recovery
Fun Windows Bare Metal backup using native Windows Backup Feature. Supports
only Windows 20058 Rz and above,

() System State

Run Windows System Skate backup using native Windows Backup feature,
Supports only Windows 2003 B2 and above.,

| < Back | | Mext = | | Cancel |

Both System Image and System State types require the installation of Windows Backup feature.
Moreover, they need an intermediate storage on a separate logical disk or network storage, where
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CBB accomplishes images before the upload to the cloud.
& | Create Backup Bare Metal / System State Plan Wizard -
select Intermediate Storage @
Select terparary storage to place backup data before it
is transferred to the Cloud CloudberryLab

® Local hard disk

D W

() Metwork share

Specify network credentials

| < Back. | | Mext = | | Cancel |

System Image Wizard has mostly the same steps as Files Wizard. An important specific option is
selecting what partitions will be backed up (all drives, system required partitions or selected ones
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only).
& | Create Backup Bare Metal / System State Plan Wizard -
Sealect Partitions @
Select Partitions to backup CloudberryLab

O Backup only system required partitions

Al operation system required parttions wil be added autom aticaly
() Backup All Drives

Al disk drives wil be added to backup

(®) Backup selected partitions only
Select partitons to backup manually

Disk. | Yolume| Size Used Label FS Sector

[Jo <y 297 GB 210GB MTFS

| = Back | | MNext > | | Cancel |

Also, there are several advanced options such as Ignoring damaged disk sectors or using direct access
to NTFS partitions. Block-Level backup is available as well, and you can specify custom block size to

&) CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

make disk space saving even more significant.
& Create Backup Bare Metal / System State Plan Wizard -

Advanced Options @

Select advanced options

CloudberryLab

|lze block level backup
|ghaore bad sectars
[] Dizable ¥55, uze direct access to NTFS volume.
[ Use system WSS provider
Prefetch block count (0 without prefetch) 100 =
Block, size 10ME W

| < Back. | | Mext = | | Cancel |

Next, you can set up such options as encryption, compression, schedule, full backup schedule (if
you've chosen block-level backup), notifications, etc. As always, you will see the summary of all
enabled features at the end.

Synthetic Backup

CloudBerry Backup also supports Synthetic Full Backup. This enhancement decreases the amount of
data upload to the cloud and accelerates the overall process. We are going to explain the technical
background and show how to use the new feature.

Block-Level Analysis

CloudBerry Backup (CBB) features block-level backups which contain only modified image blocks
which, in turn, decreases the amount of data transferred to the cloud. But avoiding data losses and
making recovery faster requires regular full backups, which upload a large amount of data, even if it’s
already stored in the previous copies. You can read more about this process in Block vs. Full

Backup post.

Synthetic Full Backup (SFB) helps to reduce the amount of data uploaded and accelerates a full
backup creation. SFB compares local data blocks with the cloud repository and then uploads only
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modified ones. Currently existing blocks in the cloud that haven't been modified since the last full
backup or the last synthetic full session are automatically copied to the new backup file by AWS
services within the cloud.

In the upshot, Synthetic Full Backup helps to substantially decrease upload volume from the local
computer. According to our tests it makes backup process up to 20 times faster (since copying files
withing the cloud is considerably faster than copying them from the local PC to the cloud). At the
moment, the feature sticks to the AWS as it is one of the few systems that allow moving data blocks
within the cloud storage. Now we’re working on implementing this feature for Azure Blob storage.

If you're using synthetic backup with Amazon S3 Standard-IA storage class, bear in mind one proviso
regarding the pricing policy. When you initiate the second full back-up, the principal part of those files
will be copied within the cloud itself. And you will be charged accordingly — $0.01/GB.

How to Enable Synthetic Backup?
There are some restrictions on using the Synthetic Full Backup:
e Amazon S3 must be the target cloud storage.
e Encryption options must remain unchanged since the last full backup.
e One of more full backups have to be made before you activate synthetic backup.

To enable the new feature, create a new image-based plan. Select the block-level checkbox when
configuring a particular plan. Then select the Synthetic full backup checkbox.
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i) Create Backup Image Based / System State Plan Wizard >

Full Backup Options @

Spedfy full badkup schedule options.
CloudberryLab

[] schedule full badkup

Mote: Itis strongly recommended to run regular full badkup when using block level
backup. Otherwise you will not be able to apply retention policy for old versions.

15 = 0 =

Mot Scheduled

Synthetic full backup
Mote: This is synthesised between source and destination, whose main goal is to

shaorten backup window and reduce bandwidth utilisation by injecting existing bits in
the backup destination blocks into following synthetic full

Then, force a full backup from the Backup Plans tab to start using the SFB feature. You can see it
working in the Progress Bar.

'6 Bachup Bare Metal / Syvtem State an L7003 2008 134303 - 1Thdl9el 3134 2304 3k ITSTOTE Ldbel xy
L[

e - glacky 1) Mot achuchuled L
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Curvem Sastar Fusring e DOTLTS 18 mbpt
Lasx Puarc TLZ/A01E T33P Cusrent fa: CHE_Dhekir age Dick:_TebaTtal- Mhos-de Lo- bh N1 -120sd4BE
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The synthetic image will display under the Backup Storage tab.

CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide
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CloudBerry Backup identifies synthetic image as a full backup because there is no technical distinction
between them so that you can operate them with CloudBerry Explorer, CloudBerry Drive or other

third-party apps.

Note that using this feature makes sense only if the source partition is larger than 100MB.

Bootable USB Creation

With CloudBerry Backup it is possible to create a recovery disk, which can fix the system in case of a
critical error, outage or to move the system to another device. As an option, it can create an ISO image
to deploy the recovery data on other storage facilities such as optical disks, Storage Area Network
devices, etc.

Click on Make bootable USB button on Home tab and select an option to create a bare metal
restoration disk. You can also protect the drive with a password.
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& | Create Recovery Diisk x|

Select USE device or 130 image file ko create a new Recovery Disk For bare metal restore
then press Create Disk button,

Mote: all information From this device will be permanently removed

(®) USE Device: v| | Refresh

() 150 image:

Protect Recovery Disk with master password

Master password: | |

Zonfirm password: | |

Path ko drivers: | | | | E
[
>

Close

Microsoft Exchange Backup

Main structural units of Microsoft Exchange is EDB-files and logs, which contain all user data like
emails, contacts, calendars, etc. File level backup is too clumsy here because it needs accurate option
adjustment, and image-based takes too much storage place. To facilitate Exchange server
maintenance, we designed particular backup technique.

Use Exchange Backup Wizard to create a separate backup of a Microsoft Exchange server. It starts by
pressing Microsoft Exchange button on the Home tab, or picking Backup Microsoft Exchange on

Welcome tab.
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1. After choosing the storage account and specifying plan name, you have to select databases for

backup.
& Create M3 Exchange Backup Plan Wizard -
Select Databases @
Select databases ko back up,
CloudberryLab
| | 24 Mailbox Database 1225556068
| | 2 WarkingDB
| = Back | | Mext = | | Cancel |

2. During the next steps, you can enable encryption, compression, scheduling, and configure
Retention Policy. In essence, it is similar to retention policy of file or image-level backup. CBB
creates a version of the file on each time it is modified, thus limiting an amount of versions to
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be kept for one file. This  helps to avoid backup size overflow.

Retention Policy @

Specify retention palicy for backup files Cloudberrylab

Wersion retention policy
(®) Use defavlts
lUse default options specified for the whole product

() Specify custom retention policy for backup plan

1 & [day

| < Back | | Mext = | | Cancel |

3. Then, you need to specify the Schedules of full and incremental backups. It works same as for
block-level backup — to recover the database, you need to restore the latest full backup and
then update it with the modified files.

4. Finally, it is necessary to set up the notifications and pre-post actions. The list of enabled
functions displays at the final step.

Microsoft SQL Server Backup

If you need to backup Microsoft SQL databases separately, CloudBerry Backup can easily cope with
this task. CBB can use any of the authorization methods available and create a backup only of chosen
database elements.

Activate Backup Plan Wizard by clicking on Microsoft SQL Server button on Home tab, or by selecting
Backup Microsoft SQL Server on the Welcome tab.

1. Specify the backup plan name, and then select which SQL instance to backup and
authentication method for CBB to access server. You can also check whether selected SQL
login has sysadmin role, which is necessary for full-fledged backup.
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& Create MS SQL Server Backup Plan Wizard -
Select MS SQL Server Instance @
Select local MS SGQL Server Instance CloudberryLab
SGL Server Instance: |CB—TEST -y v |
Authentication: |SQL Server Authentication v |
Login: |admin w |
Password: |o...oo...o. |

Remember password
Check if the specified account has necessary permissions o perform backLp

Leawve this option if you want to make sure that specified account has necessary
permissions to perfarm MS SQL Server database backup.

= Back | | MNext = | | Cancel
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2. Then select databases for backup.
& Create MS SQL Server Backup Plan Wizard -
Select Databases @
Select databases to back Up CloudberryLab

(® Back up all databases

Back up all databases on selected instance includes user and system databases

() Back up all user databases only

Back up all user databases only (system databases lke master and model are not
included)

() Back up selected databases only
Back up only selected databases

| master
| model
| msdb

| = Back | | Mext = | | Cancel |

3. Finally, you set up the rest of the options: retention policy of database versions, email
notifications, maintenance schedule, etc. All features enabled will display on the Summary
screen.

Cloud to Cloud Backup

CBB can backup your data stored on the cloud storage, or increase durability of the offsite-stored
backups with Cloud to Cloud Backup Plan Wizard, which accessible under the Cloud to Cloud button
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on the Home tab.

& Create Backup Plan Wizard -

Welcome to the Create Backup Plan Wizard

This wizard helps you to create new backup plan: specify files
to backup, compression and encryption options, advanced
settings and automate process.

MNext = | | Cancel
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1. First, Select Cloud Storage and the exact buckets, folders, and files to be backed up.

& Create Backup Plan Wizard -
Select Cloud Storage @
Select Cloud Storage that you want to backup or create a CloudberryLab
new one

-\o Add Mew Account

'“‘_:'Jj"l (®) CB-TEST bucket (Amazon §3)
() Amazon (Amazon Cloud Drive)

&& () MyDrive_1 (OneDrive)

< Back | | Mext > | | Cancel
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& Create Backup Plan Wizard -
Backup Source @
Specify fles and folders you want to backup CloudberryLab
= _,[j ch- ket

B[] CBB_CB-TEST-VM

¢ 10 CBB_WINT-YIRTUAL

=N CBE_Configuration
+ |3 d77 19eeB-6f9c-4c5e-8a3b- 1c2f03370bb8.chb.
+ |3 enginesettings.list:
+-[¥|C3 settings.list:

- “|E8 my-private-cbtest

Refresh Show legend

< Back | | Mext > | | Cancel

&) CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

2. Then, specify the destination cloud storage.
& Create Backup Plan Wizard -
Select Cloud Storage @
Select destination cloud storage or create a new one CloudberryLab

-\0 Add Mew AccoLnt

'“_;'Jj"l () CB-TEST bucket (Amazon §3)
() Amazon (Amazon Cloud Drive)

& '1§1' MyDrive_1 (OneDrive)

< Back | | Mext = | | Cancel
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3. Next, choose a name for the newly created backup plan and select Backup Mode.

& | Create Backup Plan Wizard -
Select Backup Mode @
Select backup mode depending of that: featLires vou want CloudberryLab

(® Advanced Mode

& Encryption, Support multiple file versions

= Complicated file structure in backup storage
() simple Mode

4 Simplified fle structure

= Mo Encryption, Mo flle versions

() Ccustom Mode

Store your fles in specified folder (no additional folders wil be created)

| < Back | | Mext = | | Cancel

4. Depending on previous step’s presets, configure file filter options, encryption, compression,
retention policy for file versions, schedule, etc.
Note: encryption and compression may be not supported on the destination storage.

5. Onthe final screen, you'll see the list of the options enabled.

Cloud to Local Backup

As a rule, local storage facilities are backed up to the cloud, but it’s possible to do inversely and save
on additional copies maintenance. It may also be a part of the data lifecycle when outdated files move
on a low-cost storage facility. To help you with cloud to local backup, CBB has a special tool aboard.
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The Wizard starts by pressing on Cloud to Local button at the Home tab.
& Create Backup Plan Wizard -

Welcome to the Create Backup Plan Wizard

This wizard helps you to create new backup plan: specify files
to backup, compression and encryption options, advanced
settings and automate process.

(¥

MNext = | | Cancel
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1. First, select the cloud storage and files for backup.
& Create Backup Plan Wizard -
Select Cloud Storage @
Select Cloud Storage that you want to backup or create a Cloudberrylab
Ew ore

L\o Add Mew Account

& MyDrive_1 (OneDrive)
"‘_j'lj"J (0 GB-TEST bucket (Amazon §3)

(0 Amazon (Amazon Cloud Drive)

< Back | | MNext = | | Cancel
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& Create Backup Plan Wizard -
Backup Source @
Specify fles and folders ol want to backup Cloudberrylab

= |G cb-test-s3bucket:

5. |E3 CBB_CB-TEST-¥M

#mc

=-[|£3 CBB_Configuration

+ 3 Beb45985-0e69-4 200-969b-5355ccffoeas. cob,
+[_ | aace12d1-3883-4ce3-299f-6e00cda0f75C cbb:
+ |E3 2940847 2-a5aa-4f2f-98f7-02e87 353707 1.chb:
+-_JE3 enginesettings list:

| [T settings.list:

+ |73 CBB_Database

+-[_J=3 CBB_DiskImage

+-[_|F3 CBB_PostrgreSQL
+ |0 CBB_AWINF-WIRTUAL

----- _|&@ my-private-chtest

Refresh Shiow legend

< Back | | MNext = | | Cancel
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2. Then, pick up the local endpoint facility or <create a new one.

& Create Backup Plan Wizard -
Select Local Storage @
Select destination local storage or create a new one Cloudberrylab

k~° Add Mew Account

Q (® mapped (File System)

| < Back | | MNext = | | Cancel |

3. Finally, configure the routine backup plan options like file filter, encryption, schedule, etc. The

summary of all features enabled displays at the final screen of the Wizard. New Cloud to Local
plan will function as the file-level backup.

Backup Plans Management

You can access  all created backup plans at the Backup Plans  tab.
5 Backup Bare Hebal | Sysberm $abe e 2450 LS 500 P | ot gobh | (Google Cheud) E. 0
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sk [ ST E RS rvstamt b by ot arts i G soreds
o bhachilie Bk vl bt : s a-tne Deciap gt BT pa—
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Last Devnl: — ;‘-:T"\'_‘_‘I et
Fies Upbearied o
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Click the green field to view a plan's details, check its progress, view history, edit or delete. You can
also turn off\on backup schedule.
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How to Restore

The Restore options provide the following data recovery services:

Files — recovers separate files and folders.
Image and System State — deploys system recovery kit on the local storage.
Cloud VM — deploys a server image as Azure VM or Amazon EC2 instance (Google CE is coming
soon).
o Microsoft SQL Server — recovers database files.
o Microsoft Exchange Server — restores Exchange data and logs.

& | Restore Wizard -
Type of Data @'

Select type of data for restore CloudberrylLab

(®) Restore files and folders [

) Restore MS SQL Server Database [7]

() Restore MS SQL Server backup files
) Restore files from archives

() Restore Image Based Backup

2|
2

| < Back | | Mext = | | Cancel |

These options can be managed within the Restore Wizard. It starts by pressing the Restore button at
the Home tab, or by picking Restore Backup at the Welcome tab.
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Note: CloudBerry Backup provide any kind of recovery for free — you don’t need to activate a license or sign up for

trial to retrieve the

& ) Restore Wizard

Welcome to the Restore Wizard

This wizard helps you to restore files.

data.

MNext =

| | Cancel
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After the Wizard started, choose the storage where the needed backups located.

& Restore Wizard -
Select Cloud Storage @
Select Cloud Storage where your Backups was stored Cloudberrylab

L° Add Mew Account

f@ () MyDrive_1 (OneDrive)

*HJ (®) CB-TEST bucket (Amazon $3)
() amazon (Amazon Cloud Drive)

Qg (O MyDedup (Deduplication Server)

Q () mapped (File System)

< Back | | MNext > | | Cancel
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Next, decide whether restore data once or save restore plan to schedule recovery.

& | Restore Wizard -
Plan Mame @

Specify a plan name Cloudberrylab

(®) Run restore once

R restore only once when press Finish button on the last wizard step. Mo schedule
option is avalable

() save restore plan
Save restore plan options for further running or scheduled restore

Restore plan on F/15/2016 4:00:49 AM

| < Back | | MNext > | | Cancel |

Finally, select a type of data to recover, and the Wizard will guide you through all the required steps
for successful data restoration.

File-level Restore

File recovery is commonly used to retrieve working data and restore particular elements of system
and applications, e.g. configurations files, registry elements, etc. To start file-level recovery, select
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Restore files and folders option on the type of data screen of Restore Wizard.

& Restore Wizard -
Type of Data @

Select type of data for restore CloudberrylLab

(@) Restore files and folders

() Restore MS SQL Server Database [

() Restore MS SQL Server backup files [Z]

() Restore files from archives [

(_) Restore Image Based Backup
K2
K2

| < Back | | MNext = | | Cancel |

1. At the beginning, select the version of the data to recover. The Latest version will recover the
last backup made, Point in time will restore the nearest backup version before specified time,
and with Manually option you can choose the version for each file or folder separately.
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Restore Wizard -
Q

Cloudberrylab

Restore Type
Restore from specified time

(®) Latest version
Restore the latest version of selected files

) Point in time
Restore selected files to a particular point in ime, If there was no version of a given file
before this point in tme, no fle wil be restored.

Friday , Juy 15, 41257 5

) Manually
Select fles and their versions you want to restore manually

Do not restore files located in Glacier (with GLACIER storage class)

If this options is OM flles with GLACIER, storage class will be skipped and not restored. If you
want these flles to be restored switch ©FF the option and specify Glacier Smart Restore
options on one of the following step

| < Back | | Mext = | | Cancel |

Do not restore files located in Glacier option will prevent unexpected expenses on files, which
are placed to AWS Glacier according to lifecycle policies. Find out more in Advanced Solutions
- Archive to Glacier and Lifecycle Policies section.
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2. On the Restore Source step, specify exact files for recovery.

& | Restore Wizard -
Restore Source @

Specify fles and folders you want to restore CloudberrylLab

|

=53 Users
21[JE vitaly
4.1 |3 Documents
2} [(¥]Em My Data
{.ﬂ Chart.bmp

“|v] =] Reportrtf

Synchronize Repository Wiew in dialog

| < Back | | Mext = | | Cancel

If the storage contents might have changed since the last backup, use Synchronize Repository
option to update the CBB backup database. This feature explained in How to Backup -
CloudBerry Backup Configuration — Repository section of this document.

CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

3. Next select recovery Destination and its options.
& | Restore Wizard -
Destination @
Specify local folder you want to restore the selected objects CloudberrylLab
O]

®) Restore to original location

(_) Restore to specific location

Destinaton:

[ ] Save this location as default destination for flture restore

[ ] ©verwrite existing fles

Note: fles with newer date modified attribute wil be restored

[ ] Restore NTFS permissions

Note: This option wil be applied if the backup contains NTFS permissions for restored
obijects (fles and folders)

| < Back | | Mext = | | Cancel |

By default, data is restored to the original location, though you can download it to another

folder, overwrite files with coinciding names and restore NTFS permissions (if they were
backed up

before).
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4. Then, decrypt files by specifying the password.
& Restore Wizard -
Encryption Options @
Specify encryption options CloudberryLab

[] Decrypt encrypted fles with the following password

Password:

Confirm password:

| < Back | | Mewt = | | Cancel |

If the data is ciphered, but the password isn’t fed into, CloudBerry Backup will download
encrypted files for manual decryption.

5. On the next step, configure Notification settings. CBB can inform you about recovery status
via email and add the corresponding entry to the Windows Events.
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& | Restore Wizard -
Notification @'

Specify notification options CloudberryLab

[ want to receive notification emal when restore completes

(®) When restore fails

() In all cases

Email; |cbtest@cloudberry.com | 2
User name: |CB-user| |
Email subject: |CIOudBerry Restore 96RESULTS | K2

[ Twant to use my SMTP server for emai notifications

Specify this option if you want to send notification emails Lsing your own SMTP sery
specifying an addiional SMTP settings

[] &dd entry to Windows Event Log when plan completes

| < Back | | Mext = | | Cancel

One can also use own SMTP server for notifications instead of built-in CBB service.
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6. Finally, you’ll see the Summary screen with all the recovery option chosen.

& | Restore Wizard -
Summary @

CloudberryLab

SUmmary

un restore once
Bucket name: ch-test-s3bucket
Backup prefix, CB-TEST-YM
Restore Type: Latest version
Restore:
ChUsersivitaly\DocumentsiMy Data

Drestination folder:
restore files to original location
Encryption: disabled

Motification options:
send notification to chtest@cloudberry .com
wihen backup fails

Click "Mext" to create restore plan

| < Back | | Mext = | | Cancel |

Press Next to create a Restore Plan and then Finish to begin the data recovery.

7. After the Wizard is finished, the Restore Plans tab will open — here you can track down the
recovery process. If you’ve chosen Restore Once option, the restore plan will disappear after
finishing the task.
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Image-level Restore
There are several ways of image-based recovery:

e Restore Image Based Backup — recovers the whole machine from the image file. In this mode,

you can also restore the data to Amazon Elastic Compute Cloud (EC2) and Azure virtual
machines.
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e System Image (former Bare Metal) Restore — recovers all root volume with boot files, thus
used for restoration to the new hardware or for repair of the entire system.
e System State Restore — recovers boot and system files. It’s designed for system repair tasks.
The last two options involve Windows restoration service, so the Wizard will prompt to install it. They

also need enough disk space to download recovery images, which may be deleted after restore job
finished.

Image and Virtual Machine Restore

1. After you choose the Restore Image Based Backup option, the Wizard will ask to specify
Restore Type and choose which version of an image to retrieve. It works just like with files

recovery.
2. Select the data type to recover. On this step, the following options are available:
& | Restore Wizard -
Type of Data @
Select type of data for restore CloudberryLab

() Restore as physical disk
lJse this option if vou want to restore Image Backup to a physical disk
() Restore as virtual disk

lJse this option to restore as wirtual disk file. Later vou can mount this disk as virtual

Select virtual file format: | Hyper-' Virtual Disk (YHDX-format) dynamic
(®) Restore as Amazon EC2 Instance

Supported O Windows 2003, 2008, 2012

[ ] Create &Ml (Amazon Machine Image)

() Restore as EBS Volume
() Restore as Azure Virtual Machine
() Restore as Azure Data disk

| < Back | | MNext = | | Cancel

e Restore as physical disk — formats the chosen local disk and deploy the image contents to it.

® Restore as virtual disk — creates a virtual disk file to be mounted within VirtualBox, Hyper-V or
VMware virtual machine systems: you can also create a RAW disk image.

® Restore as Amazon EC2 Instance — deploys Amazon cloud virtual machine using the image
data. You need to have the Amazon Web Services (AWS) account to use this option.
Note: If you select to convert the backup to .AMI (Amazon Machine Image) file, the virtual machine will

start immediately after finishing the Wizard. Otherwise, you need to access it via Amazon Management
Console and launch manually.
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o Restore as EBS volume — creates Amazon Elastic Block storage volume to be mounted to EC2
instances or used separately. You need to have AWS account for this too.
o Restore as Azure Virtual Machine — deploys and automatically launches Microsoft Azure VM
instance using the image data. You need to have Azure VM account to use this option.
Each option requires specific adjustments. We shall look them over below.

Restore as physical disk

1. If you choose the recovery to the physical disk, select image partitions to restore on the next

step.
& Restore Wizard
Select Partitions @
Select partitions to restore CloudberryLab

Digk, | Volume| Size Used Label FS Sector

350 MB 276 VB
o] (o 29.7 GB 280GE MTFS  S1zZb

| < Back | | MNext = | | Cancel

2. Then, select a destination for the image data deployment. If it is a physical disk, CBB will
format it according to the partition scheme of the image. You can also distribute data across
existing local disks.
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& | Restore Wizard -
Destination @

Select destination for restore CloudberryLab

(® Select a physical disk

Phrysical disk.: [HDD: O Fixed 30,0 GB AWS PYDISK SCSI Disk Device k4

Important: Al information on selected disk wil be permanenty destoryed

() Select a specific partition

Selected partition Restore as

350 MB AWS PYDISK SCSI Disk Device 350 MB AWS PVDISK SC.., |V

C:h 29.7 GB AWS PVDISK SCSI Disk Device 4, 29.7 GB AWS PVDISK... |V
< Back | | MMext = | | Cancel

Note: recovery to the boot volume is not allowed.

3. Next, specify the decryption password if needed and set up notifications. All chosen option
will be displayed on the Summary screen.

4. After the Wizard has finished, CBB will download the image and deploy it onto the chosen
disk. It will disappear in Windows Explorer when the recovery begins. If the restored disk has a
boot volume, the firmware will recognize it, and the system on the disk will start on this or
another computer after proper BIOS setting.

Restore as virtual disk

1. Ifvirtual disk option selected, choose partitions for recovery. Next, pick up Destination to save
the virtual disk and specify its name.
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& | Restore Wizard -
Destination @
Specify local foldar you want to restore the sslected CloudberryLab
partitions

Destination folder: |C twm_disk _folder] | Browse

Virtual image name:  [CB-TEST-IMAGE |

[ ] verwrite existing fles

| < Back | | et = | | Cancel |

2. Configure file deciphering, notifications options, etc.
3. Then, you can attach this disk to the existent VM or deploy a new one based on the disk data.
Here are the guides how to do it in Virtualbox, VMware and Hyper-V systems.

Restore as EC2 Instance

1. If you choose to recover the image as Amazon EC2 virtual machine, specify target instance
details and choose the AWS account on the next step. Use the account already registered in
CloudBerry Backup or add a new one. To setup an instance, you must have a role with name
vmimport in AWS account.
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& | Restore Wizard x|
Specify Target EC2 Instance details @
ECZ Instance Details {Zlcnudherryl_ah
.x..JTI :
T Temparary 53 skorage and target ECZ instance accounk:
Select Account: ch-win-test-2 hd

Mote: make sure the specified account has required permissions

I|| Target ECZ Instance Details

Region: |LIS East {Morthern Virginia) v |
Instance type: |I:1 Jmnicro A |
Subnet; |suhnet-44F6deEue | us-east-1b V|
Security Group: |I:|efault W |
L&M role: | <Select TAM role = v |

| < Back, | | Mexk = | | Cancel |

If the target account is configured correctly, you can select instance type and other EC2
credentials.

2. Configure file deciphering, notifications options, etc.

Restore as EBS Volume

1. If you want to restore the image as the Amazon Elastic Block Storage volume, select Amazon
S3 account or create a new one. Then choose the Region and Availability Zone for a volume.
You need to know that:

a. Newly created EBS instance won’t be prepared to function as a boot volume.
b. The AWS account must have the required permissions. Visit AWS Controlling Access to
Amazon EC2 Resources page to find out more.
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& | Restore Wizard x|
Specify Target EC2 Instance details @
ECZ Instance Details {:Ioudherrylab
.x..JTl :
T Temporary 53 storage and target ECZ instance account:
Select Account: ch-win-test-2 hd

Mote;: make sure the specified account has reguired permissions

||I Target ECZ Instance Details

Region: |LIS East (Morthern Yirginia) W |
Availability Zones: |us-east-1b V|
| < Back, | | Mexk = | | Cancel

2. Select partitions for restoration and configure deciphering, notifications options, etc.
3. After the Wizard finishes, you may find new EBS Volume in Amazon EC2 Management Console
and attach it to any desired instance.

Restore as Azure Virtual Machine

1. After you choose to restore image as Azure VM, select Azure VM account registered within
CloudBerry Backup or add a new one, and then specify details of the new virtual machine
instance. You can find all fields parameters in the Azure Control Panel.
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Restore Wizard
Specify Azure Virtual Machine Instance details @
Azure Virtual Machine Instance Details Eloudherrylah
Py
£y Select Account: |Azure'u'M account v |

Computer Mame

Resource group:

VM Size:
Metwork:

Subnet:
Storage:

Bucket:

Boot diagnostic
storage:

Edit Azure VM Account |

|CB-test-'l.-'M |

| Defaultetworking W |

| Basic_A2 Disk size:50.0 GB Memory: 3.50G8 |

|Name: CBB-ab-1 AddressSpace: 10.0.0.0/16 v|

|Name: default AddressPrefix: 10.0.0.0/24 v|

|Name: cbl1 Location: eastus AccountType: Stand V|

| cbb-blob-1/ v|

|Name: cbl1 Location: eastus AccountType: Stand v|

| < Back | | Mext = | | Cancel

2. Then, choose the image partitions for recovery and configure notifications, decryption, etc.
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3. Finish the Wizard. One restore task completes, VM starts automatically and displays in the
Microsoft Azure console.

s~  Virtual machines

Virtual machines

+ = O

Resource groups Calumis

All resources | |

Recent
NAME STATUS
App Services
testserver Deleting
Virtual machines (classic)
Win-restore Running

Virtual machines

SQL databases

Cloud services (classic)

Subscriptions

Browse >
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Restore as Azure Data Disk

1. If you want to create Azure Data Disk instance with the contents of the backup image, select
Azure VM Account (or create a new one), and specify the custom name and other disk details.

& | Restore Wizard [ x|
Specify Azure Data disk details é ib
Azure Data disk details
CloudberryLab
Py

Ay SelectAccount:  |AzureVM account Vl
Edit Azure VM Account l
Data disk name LCB-test-AzureDD l
Resource group: IDefault-Networldng v |
Storage: lName: cbl1 Location: eastus AccountType: Stand v I
Bucket: [ ebb-blob-1/ v|

| < Back | I Next > | | Cancel |

4

2. Next, select disk partitions to restore and set up notifications and deciphering to complete the
Wizard.

3. When the recovery has finished, new disk displays in Microsoft Azure Management console.
You can attach it to existing Azure VM instance or deploy a new one based on the disk data.
Find out more on special Azure guide page.

Iltem-level restore for Microsoft Exchange.

Starting from version 5.2, CloudBerry Backup enhances support for Microsoft Exchange.
Formerly, you were somewhat limited when it comes to restoring your Exchange files. To wit, you
could only restore complete EDB files and logs from the Exchange server, which is sufficient for
essential tasks; however, many professionals found it to be deficient. Well, no longer! Now we’re
gonna explain how to perform item-lever Microsoft Exchange restore.

To enable the feature, you must make a new full backup of the Exchange database. It is due to
significant changes in the backup format. Having done so, open CloudBerry Backup 5.2 or newer.
Under Backup Storage locate your database. Right-click on it and click Item Lever restore.
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F-) CloudBerry Backup Ultimate Edition IR ﬂgﬁl

Home Tools

@ @ () Lifecycle Policy @ Language ~ /3 Import Configuration

Options Network Diagnostic
Credentials

“y‘ Change Service Account W Export Configuration

Welcome Backup Plans Restore Plans Backup Storage History

= Last refreshed 21 hours 19 minutes ago

® archives Full Backup Backup Size COmpress
| @42, Cloud to Cloud Backups 8] all on k disk S e Yes

@ Restore

Item Level Restore

) Image Based
a2 System State
[#-{4 1 MSSQL Server Instances
[+ "" Exchange Server Instances
1 Backup Plans
= ap
- 4y b2
#-{* Big G
42 cool
= GD
-4, Cloud to Cloud Backups
) Image Based
a2 System State
[#-{4 1 MSSQL Server Instances
= »é' Exchange Server Instances
S| I:J chikas. club.cbl.corp
{4 Allon K disk
{4 Empty base
& Backup Plans e
®-) gg
[#-+ Hermes
[+ idc
-0 or
+-<, Cloud to Cloud Backups
Dv: l(':mana :iad i d IRN | i

() Backup Service started | © RM Service stopped Build: 5.3.0.11

A pop-up window will appear and ask you if you wish to apply logs. Roughly speaking, it would add
information from the logs to the database and subsequently remove unnecessary logs.

CloudBerry Backup Ultimate Edition B

Do you want ko apply logs to Exchange database backup you
open? This may take a few minutes,

Yes Mo Cancel

A newly appeared window is the Microsoft Exchange item-level restore assistant. On the left you can
see a file structure of your mailboxes, emails, calendar events, contacts, etc. Select the files you want
to restore.

&) | CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

@ echange Ttem Level Restore: all on k disk/10/20/2016 120006 PM

= Maibax - AP _‘_l
a4 Irbox i
¥ [ Outax
< (L4 Sent Rems From: | To: | Avsdy
Second Level
: ) Restryed Subpect: I Sent: | Selact a date }E Select a dnte @
3 3 Deleted Rems 2 .
4 [ Calendar
Cortacts Scbject Sent See
AR = best subderns 2 el ? M 771 bytes
3 O3 Dras B Antom Zethnger of the Untversty of Vienne camed out quantum beleportabon
3 (3 Joumal
§ L Notes
3 [ Tedks
i 3 ook E-Mad o > v,
5 (33 Conversation Acion Settings Anton Zeilinger of the University of Vienna carried out quantum teleportation
+ Sevans
- from: AP
4 | Recoverable tems i
- . Maibex - CHI Sent: 1/5/2046 5:21:42 PM
. Maibax - O To: A Paaleardeap@dud. el corp>
& Maibox - C -~
Maibox - C In 2012, Arcon Zeibnger of the Unmersity of Vienna camed out quantum tefepotation over 143km of free
. Maibon space batwean dferant Canary Islands
+ Maibax - O
- Maibox 1udy uses 3 configuration that could serve &2 Juardur
4 3 Inbox onstrate thal telootation works ovar ad 1
4 [ Outbax
J Sent Rems 2
3 3 Debatad Mers In fture, theorelical devces known 2% repeaters could help smplidy ' nabling con r it 1L
% [ Calendar inteenat, f you ke - over 1y bgger o
4 (O Conmtacts _'_]
‘ _.J Th ould enable the r A of much more Ir imwnicabons offared by quanium cryptography This w un :J
Right-click on them and click Restore.
2 items loaded.
Subject Sent Size
test subitems 2 8/21/2016 5:35:27 PM 771 bytes
Anton Zeilinger of the Unips out quantum teleportation 10/5/2016 5:21:42 PM

Now enter your Microsoft Exchange credentials and click OK.

# Exchange Item Level Restore m

Exchange server: | chikas

User email: lalex@club.cbl.corp

Password: | teeseses

Welkknown folder: | S - |

QK Cancel I
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Done! Your files should be successfully restored by now.

Currently, CloudBerry Backup is only compatible with MS Exchange 2010. We keep working on the
Exchange Backup and will introduce a full-featured items recovery in the near future to support MS
Exchange 2007, 2013 and 2016.

System Image (formerly Bare-Metal) Restore

1. Inthe Restore Wizard, choose backup storage and the version of the image file. Then, pick up
System Image Restore option on the Type of Data step and select the backup to recover.

2. On the Restore Source step, pick up the exact recovery file. Here one can check the backup
date, the size of the image and see if the file is compressed or encrypted. You can access the
properties table in a more convenient way by clicking on the View in dialog option.

3 Select files and folders for restore == -

Marne Dake Size an Storage Compressed Encrypted
«| ] Bare metal 762016 4,27 AM 10,6 GB Yes Mo

3. On the Destination step, choose the folder on the external drive to download the system
image.

& Restore Wizard -

Destination @

Specify local folder wou wank ko restore the selecked

objects CloudberryLab

®) Restore bo specific location

Destination: |D:'I,BareMetaITemp || Browse

[] 5ave this location as default destination For future restore

[] overwrite existing Files

Mote: files with newer date modified attribute will be restored

|:| Restore NTFS permissions

Mote: This option will be applied if the backup contains MTFS permissions For
restored objects (files and Folders)

< Back | | Mext = | | Cancel
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The Restore to specific location option is not available because you just need to extract the
recovery image for Windows native repair service.
4. Configure decryption and notification settings and review the Summary screen.
5. After the Wizard has finished, CloudBerry Backup will switch to the Restore Plans tab to track
the process.
Wi Eadap Mass Restore Pars o Ssage Hastory

Festare phas on 7/ DB/ 201 2:62:19 AM (08 best- 53 { Araron 53}

Festore: Farn et Tatwl s wine: 13600 | (131 H)
Deslinaline [ Erareed T l
= i L= = Dlapseck DE031:1E Zpast  ZoHBjmc
e Psiorien.. Lot 2415 sz
Last Bum: TTLA/ZTEN T2 AM
pe—— Turemg ;_':-_«lb E;'., |:|:-'|Z' 16 (20 Rt AN | i -G
Fibes Desvdisaded 4147 M
Eestors Du alisn 16 wacarcke
T o Aaen P Ywbidey Do s

B o Alssies

When the download completes, check the WindowslmageBackup folder on the external
drive.
6. Connect this drive to the machine you want to recover. Then, do the next:
a. Ifthereis no OS on the computer, just reboot it.
b. If thereisan OS installed, plug in Windows installation disk and choose to boot from it
in your firmware settings. Then, reboot the machine.
c. Otherwise, reboot the computer, press F8 while firmware starts and select Repair
Your Computer option.
Windows Install & Repair Wizard will initialize. The System-Image recovery goes in a few steps:
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1. Choose language, time format, and input method.

=10 ]

» Install Windows

Language to install:

Time and currency format: English (United States) -

.
‘

Enter your language and other preferences and click "Next" to continue.
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2. Select Repair your computer option.

% Install Windows

Windows Server 2008

Install now /-_i

kn ow before installing Windows

3. Check Restore your computer using a system image that you created earlier option.

' System Recovery Options L(_I

(" Use recovery tools that can help fix problems starting Windows.

Select an operating system to repair.

If your operating system isn't listed, dick Load Drivers and then
install drivers for your hard disks.

_Operating System Partition Size Location

(¢ Restore your computer using a system image that you created

LoadDriversl _Ne_ﬂk_l
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4. Choose Select a system image option.

3 Re-image your computer ) x|

Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

(" Use the latest available system image(recommended)

Location: l New Volume (D:)

Date and time: [6/16/2016 6:49:45 AM (GMT-8:00)

Computer: I QA-WIN20085R2

(¢ Select a system image

< Back Next%_ Cancel I
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5. Select the system image from the connected drive.

i

b
Select the location of the backup for the computer you want to restore .
If the system image is on an external device, attach the device to this computer, i

and then click Refresh.

| st

If the system image is on & DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show
up in the list below.

Current time zone: GMT-8:00

Location Most recent system image Computer

New Volume (! 6/16/2016 6:49:45 AM QA-WIN2008RE

Advanced... Refresh |

< Back I Mext = ! Cancel I
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6. Check the image «credentials and click Finish to launch the restoration.

¥ Re-image your computer N pd|

Your computer will be restored from the following system

image:
. Date and time: l16/2016 6:43:45 AM (GMT-8:00)]
: Computer: | QA-WIN20085R 2

Drives to restore: I \\?\Volume{e8316e9c-1c10-11e3-

< Back Frus%_ Cancel

7. When the restoration is completed, relaunch the machine.
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System State Restore

1. If you want to recover the system state, specify the backup version and the exact image file.

3 Restore Wizard

Restore Source

Specify system skate vou want to restore

EX
Q

CloudberryLab

Marne
«| |_] System state

< m

Svnchronize Repository

-

Dake
7l6/2016 4:57 AM

*

View in dialog

< Back

Mexk = | | Cancel
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2. Then, you need to choose the external drive to deploy the recovery data Kkit.

& Restore Wizard -

Destination @

Specify local Folder wou want to restore the selected

abjects CloudberryLab

(®) Restore bo specific location

Destinakion:  |DnY3wstem3kateTemp || Browse

[] save this location as default destination for Future restore

[ cowervrite existing Files

Mote: files with newer date modified attribute will be restored

|:| Restore NTFS permissions

MNote: This option will be applied if the backup contains NTFS permissions Faor
resktored objects (files and folders)

| < Back | | Mexk = | | Cancel |

3. After notification and deciphering options setup, check recovery configuration on the

Summary screen. Than CloudBerry Backup will download the restoration pack to the external
drive.

4. Next, launch the Windows Recovery Wizard in the next ways:

a. Plug in Windows installation disk and choose to boot from it in the firmware settings,
reboot the machine.

b. Reboot the computer, press F8 while firmware starts and select Repair Your
Computer option.

5. The Wizard will start. Proceed its steps to complete the recovery.
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Microsoft Exchange Server Restore

1. If you want to recover Microsoft Exchange data, choose Restore files and folders option on

the Type of Data step of the Wizard.
& Restore Wizard -
Type of Data @
Select tyvpe of data For restore
CloudberryLab
® Restore files and folders (2]
(2l
) Restore files from archives (2
2
2
| < Back | | Mext = | | Cancel |

2. Choose the version of Exchange to recover and proceed to Restore Source step, where all
data on backup storage exposed. Choose Exchange Server Instances and check the files to

&) CloudBerry Lab
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recover.

&

&) CloudBerry Lab

Restore Wizard

Restore Source

Specify files and Falders vwou want ko restore

<]
@)

CloudberryLab

e
=1+ || Exchange Server Instances
=/ [&] CB-TEST-Exch.ctelab.local
— || 2 Mailbox Database 1225886065
{0 data
- olv|| | Mailbox Database 1225586068, edb
- B g
=1+ £ WorkingDE
=+ data
- ¥| | WaorkingDB.edb

Svnchronize Repository

Wiew in dialog

< Back. | | Mext =

Cancel
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3. Specify the folder to download the databases.
& Restore Wizard -

Destination @

Specify local Folder wou wank to restore the selected

abjects CloudberryLab

® Restore to specific location

Destination:  |Dv\RecoveredData || Browse

[] save this location as default destination for future restare

[ ] owerwrite existing files

Mote: files with newer date modified attribute will be restored

Restore NTFS permissions

Mote: This option will be applied if the backup contains NTFS permissions For
restored objects (files and Folders)

| < Back. | | Mext = | | Cancel

The Wizard can’t restore data to the original folder directly. To recover to the original location,
dismount current databases and replace existing files with the restored ones manually. You

candoitin a few ways:
a. Login to Exchange Admin Center (EAC) and choose Servers in console management
tree on the right. Go under Databases tab, click on the desired database, press Three
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Dots button above items table and select Dismount.
Exchange admin center
recipients servers databases database availability groups virtual directories  certificates
permissions

+ /s @~ e[

compliance management

MNAME AC x STATUS BAD COPY COUNT
organization Mailbox Database .. g & Dismount D Mount.. 0
Dismount database
) WorkingDB CH Mount. 0
protection
mail flow
mobile
public folders
unified messaging
sernvers
hybrid
b. Use Exchange Management Shell command:
Dismount-Database -ldentity DBNAME -Confirm:S$False

Where DBNAME is the name of the database to dismount. It can also dismount all the
databases via the next command:
Get-MailboxDatabase -Server SERVERNAME | Dismount-Database -Confirm:SFalse
Where SERVERNAME is the name of Exchange instance.
4. Finally, specify decryption and notification options. Recovery configuration will be reported on
the Summary screen.
To mount restored databases, do the next:

1. Open EAC and dismount the database instances you want to recover.
Open the temporary download folder specified in Restore Wizard. There is recovery data kit
on the path %Download Folder Name%/CBB_Exchange/%Your Exchange Instance Name%.
Rename the repository you want to recover, e.g. add the prefix Restore to the %Your
Exchange Instance Name%.

- 1‘| . ¥ This PC » Local Disk (D) » ExchTernp » CBE_Exchange » CB-TEST-Exch.ch-lab.local » WaorkingDB_Restore bI

FY

Marne Date modified Type Size
| data FATAMa 101 PA File folder
| log TEEma 0 Py File folder

3. Paste data and log folders’ contents from recovery data kit to Mailbox/%Your Instance
Name% folder in the Exchange directory. Override the existing files.
4. To mount the recovered database, do the next:
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a. Open EAC, choose Servers on the management tree, move under Databases tab.
Then, select the database, press on the Three Dots button and choose Mount.

] Cnteprise Odfice 365

Exchange admin center
databases dat ! | ty qriow tual di rechors tifica
+/sm 22

SUALAE AL X STATLE SR COPY COUNT

e M

[E4]

SEnAaTS.

b. Use Exchange Management Shell command:
Mount-Database -ldentity DBNAME -Confirm:S$False
Where DBNAME is the database name. To mount all the available databases, use the
next command:

Get-MailboxDatabase -Server SERVERNAME | Mount-Database -Confirm:SFalse

Microsoft SQL Server Restore

Microsoft SQL Server Restore option of CloudBerry Backup comes in two variants:

o Restore Microsoft SQL Server Database — this option restores backed up databases to the
active database engine using REPLACE method.

o Restore Microsoft SQL Server backup files — this option recovers database files to the specific
location.

Restore Microsoft SQL Database

1. If you want to recover the active database server, the Wizard will offer to choose the backup

version.
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& Restore Wizard -

Restore Type @

Restore from specified time
CloudberryLab

(® Latest yersion
Restore the latest version of selected Files
) Point in time

Restore selected files ko a particular paint in time. IF there was no version of a
agiven file before this point in time, no file will be restored.

J\.

Friday ,  Julw 15, 2016 11:38:28 AM =

Do not restore files located in Glacier {with GLACIER storage class)

IF this options is QM Files with GLACIER storage class will be skipped and not
resktored. IF you wank these files to be restored switch OFF the option and specify
Glarier Smart Reskore options on one of the Following step

| < Back | | Mexk = | | Cancel |

Like in file-level restore, you can select among the latest database version, point in time and
manual version management.
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2. Next, you need to select SQL instance and authentication method.

& | Restore Wizard | x|
Select MS SL Server Instance @
Select a local M5 501 Server Instance where wou wank ko
restore the database CloudberryLab
5oL Server Instance: | CB-TEST-vM vl
Authentication: |'-.-'-.n'inu:|ows Authentication W |

NT AUTHORITY\SYSTEM

Check if the specified account has necessary permissions to perform restore

Leawve this option if wou want to make sure that specified account has
NEecessary permissions ko perform M5 SOL Server database restore,

| < Back || Mexk = || Cancel |

Keep in mind that the account must have SQL sysadmin role to perform the restoration. To
verify it before proceeding, enable Check if the specified account has necessary permissions
to perform restore option.
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3. After selecting the instance, you can choose the databases for restoration.

& Restore Wizard -
Restore Source @
Specify databases wou want to restore
CloudberryLab
= E':] MSSCL Server Inskances
= |z| CE-TEST-4M
oo master
o] model
folo | msdb
Svnchronize Reposikory Wiew in dialog
< Back | | Mexk = | | Cancel
A
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4. Then you may specify names for recovered databases, or allow them to overwrite the existing
to the server.

ones. Renamed databases will attach automatically
& Restore Wizard -
Restore Databases as @
Specify names for databases ko restore
CloudberryLab
[] overwrite the existing database (WITH REPLACE)
Selected Database Restore as
CE-TEST-YM.master master-recovered W
CE-TEST-YM.model rnodel-recoverad v
CB-TEST-vM.msdb nsdb-recovered "
| < Back | | Mexk = | | Cancel |

5. On the next step, you need to specify data and log file folders. By default, these are the
folders of your active database. It’s also possible to close connections to Microsoft SQL server
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to avoid accidental data corruption while recovery.
& | Restore Wizard x|
Restore options @
Specify restore database options {:Ioudherrylab
Data File Folder: |C:'|,Pr|:ugram Files\Microsoft SGL SErver'l,MSSQL13.MSSQLS| III
Lag File Folder: |CH\Program FilesiMicrosoft QL ServeriMSSGLL3 M550LS| [ ... |
Filz name template:  [FDATABASEMAME S, | .mdf, .Idf

Mote: wvou can use a %DATABASENAMEY: variable ko

automatically generate a file name as a "reskore as" database
Marme.

Close existing connections to destination database

| < Back || Mexk = || Cancel |

6. To finish the recovery configuration, set up notification and deciphering options. On the
Summary screen, you'll see all the enabled tasks and options for restoration.

Restore Microsoft SQL Database Files

1. Firstly, specify the backup version and exact databases for recovery. On the Restore Options

screen, select the folder to save the files. You can also create the file name template and
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distribute the databases among separate folders.

& Restore Wizard -

Restore options @

Specify restore database options

CloudberryLab
Data file folder: | C:{Program FilesiMicrosoft SGL ServerME50L13.MS50LS E
Lo File Folder: |Ci\Frogram Files\Microsoft SOL Server|MSSQL13.MSSQLS | E
Filz name template:  [FDATABASEMAME S, | .mdf, .Idf

Mote: wvou can use a %DATABASENAMEY: variable ko
automatically generate a file name as a "reskore as" database
Marme.

Close existing connections to destination database

| < Back || Mexk = || Cancel |

2. On the next steps, adjust notification and decryption options.
3. Then, you can attach downloaded databases to Microsoft SQL database engine. See the
complete guide on the Microsoft Developers Network page.

Additional Features

CloudBerry Backup provides a number of tools to keep in touch with the backup process and track
down modifications made in the system.
History

The History tab contains an overview of a backup and restores operations for a chosen period: last
day, last week or last month.

. CloudBerry Lab
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Here you can see how many files were transferred, how much traffic did it take, and also check a

possible failure details. You can also export the data in comma-separated format using the button

Export to CSV.

Backup Storage Explorer

Under Backup Storage tab, you can overview existing storage destinations. At the left, there is a list of
cloud buckets previously registered in the CloudBerry client, as well as disks and servers available at
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It has a number of useful features that make data backup experience better.
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Block-Level Backup Monitor

If the selected item supports block-level backup, you can also see the list of its full and incremental
backups. Click on the item in the management tree on the right (e.g. Disk Image) to open the list.
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Manual Data Recovery

At the Backup Storage tab you can manually recover files. Just find the file you want to retrieve, right-
click on it and choose Restore from the context menu.
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Recover Files from Backup Images

It’s also possible to recover separate files and folders from the backup images:
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1. Switch to Disk Image section, right-click on the desired image and choose File Level Restore.
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2. This will launch the relevant Wizard, where you can look through image contents. To recover
the file or folder, right-click on it and select Restore to.
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3. Then, choose the place where to recover the data.
0 Select Folder L x|

®© = [l » ThisPC » Local Disk(C) » Backup » v ¢

Search Backup P |

Organize +  MNew folder = o @

. . - Mame Date modified Type Size
[ Favorites 4

B Desktop , CBB_WIN-TCQUDN3T0VTS 6/3/2016 12200 AM  File folder
4. Downloads

=1 Recent places

1M This PC =

m Desktop

| Documents

4. Downloads

o Music

=| Pictures

& Videos

&, Local Disk (C)

£

Folder: | Backup |

I Select Folder || Cancel |

Press Select Folder button to complete the restoration.
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File Difference Monitor

You may also check if there were any item modifications. Right-click on the file, choose View
Difference from the context menu, and CBB will compare the existing file and the file in the storage

facility.
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Manual Restore to the Virtual Machine

CBB can recover computer images as Azure VM or EC2 virtual machine straight away. Just right-click
on the image and pick the desired variant to launch the deployment Wizard (described in How to
Restore — Image-level Restore — Image and Virtual Machine Restore section). Proceed its steps to

complete the recovery.
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Email Notifications

CloudBerry Backup can also inform you about the backup progress via email. Notification policy can be
configured for each backup plan, but you can also set up global settings in the Options menu under
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the Tools tab.
“ Heme Tools
-'.{' 5.,"-"_\. = ™ Lifecycle Palicy &3 Language - A Irnpan Configuratsan
ol & By Change Sendce Acoount @ Expont Canbguration
Ophans Matwnrk Eragaesne
Credentisls
Welcame: Backup Plans || Restore Plans | Backup Storage History
& firnazon Last refreshed | day 6 hours ago
n CB-
f CB-TEST buckes Bachup Tupe Dt v Size on Sorage | Compressed Ero
#
& BB Archives » Options -

L Choud to Cloud Bacioaps.
S Dk Image Logang | Repostory | Advanced
&% Bare Metal / System State Ganeral | Connection | Bandwidih | Procy | Motfeation  Retenton Pobcy
= (33 MSS0L Saner Inctamors
& |=| CB-TEST-WVM
-4 | Exchange Server Instances
' Backup Plang

i
J Setup hadap notificstnn setbngs

Specify e emal sddress pou weent ko recers robfication:
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Liang niry SHTP sérvar
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Here you can specify your email as a default option for new backup plans or mount an SMTP server.

It’s possible to use SSL (Secure Socket Layer) protocol to increase privacy level.

Consistency Check

You can increase the durability of your backup by using the Consistency Check feature. It checks the
backup storage for file modifications made beyond CloudBerry Backup. Its interface displays under the
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Welcome tab near the storage accounts overviews.
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Press Run to see if everything is alright. If the backup data has been deleted or modified, Consistency
Check status will change to the warning sign, and the exact consistency differences will display under
the History tab.

Advanced Solutions

Nowadays, there is a great variety of IT-infrastructure configurations and data types, and its backup
often requires sophisticated tools. CloudBerry Backup supports a variety of advanced features that
can facilitate such tasks.

Big Data Transfer

Business often generates terabytes of data, which collects dust in the archive. It’s easy to keep onsite,
but uploading to the cloud storage is a good option that may be issued by network bandwidth. If you
have 100TB of data, it may take 120 days to send them to the cloud storage via 100-Mbps channel,
which is unaffordable for initial data seeding. In the real life, it would take even longer, because other
corporate services also use bandwidth resources.

If you use Amazon Web Services (AWS), it is possible to accelerate data migration. There are a
hardware solution Amazon S3 Snowball and networking improvement service called S3 Transfer
Acceleration. CloudBerry Backup support both features, making transfer tasks convenient and
efficient.

Amazon Snowball

Amazon Snowball is a hardware solution for an offline data transfer, which can fit up to 80TB of data
per device. It connects to the local network via high-speed interfaces, has physical armor-case
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protection and strong encryption. You don’t need to purchase it — Amazon sends it to your place, and
then you transfer it back to the datacenter. Find out details on the official page.

You can request Snowball via AWS Management Console (press here to open the guide) or via the
CloudBerry Backup interface. CBB can also manage data import to Snowball device. It works on the file
level, so make images and snapshots beforehand and place it on the local storage.

Here is a guide how to manage Snowball Export Job with CBB:

1. To create an export task, start Create Backup Plan Wizard for files, and choose or add Amazon
S3 storage account on which you want to upload the data.

! i CloudBerry Backup Enterprise Edition

ﬁ Home Tools
N
By

5:, &I MS SQL Server L@ Cloud to Cloud o * '3 Refresh
L MS Exchange & Cloud to Local Nt g SYSearch
dare 5 Restore Make
Metal Bootable US8
. Create Backup Plan Wizard n
| Select Cloud Storage J
Select Coud Storage for your Backup or create a new one CloudberryLab

o Add New Account

|
! (® s3-main (Amazon $3)
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2. On the Plan Name step, choose the "I'd like to use AWS Import / Export feature to make
initial backup" option.

{_) Create Backup Plan Wizard w0

Plan Name @

Spedfy a pl
pecly s pEnname CloudberryLab

Flan name: B on 25-Mov-16 5:37:55 FM |

[] rdliketo use AWS Snowball Import to perform initial backup

Mote: Your data will be copied to snowball (j.e. initial badkup). Your data will be
uploaded to the Amazon 53 storage.

Save backup plan configuration to the backup storage

Mote: If your plan has encryption, the encryption passward will not be stored by
security reason., You will have to spedfy the encryption password during restare,

= cacs

3. Specify the data for backup and configure other options like file-filter and notifications.
Note: compression and encryption won’t work with Snowball because it uses its own equivalents.
Schedule option doesn’t make sense either; moreover, it can corrupt the data on the attached Snowball

device.

4. Continue setting up the plan. Soon enough you’ll reach the AWS Snowball step that describes
further procedures. Click on the link in step N22 to download Amazon S3 adapter. Once
downloaded, unzip it and launch the command line. Navigate to the folder that contains
Amazon S3 adapter and execute the following command:
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W Select CAWNDOWS systern 12 crnid exe - O

e -aand -s are the access and security keys, respectively.

e -iisthe IP address (can be looked up on the box)

e -mand -u are the path to the manifest file and the client unlock code, respectively.
Both of these can be found in your AWS Console.

If you’ve done everything correctly, you should see a message in the terminal akin to “Server up and
running on port 8080".

Do not close the command line! It should be running all throughout the process. Now go back
to CloudBerry Backup and conclude setting up the backup plan. Upon finishing, run it and wait for it to
complete.

When the data has been successfully transferred to the AWS Snowball, ship the box back to
Amazon. When they notify you of your data having been moved to your bucket, go ahead and confirm
it in CloudBerry Backup. Click on “Initial backup finished...”.

. CloudBerry Lab Lm rn more
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Your files are now being renamed in the cloud. This process takes place because of certain

peculiarities of CloudBerry Backup and the way our software works with file structures.
Afterward, there is nothing else to be done! Voila! Your initial backup has been successfully
performed with the help of AWS Snowball. All future backups will be performed as usual from
your PCinto the cloud by means of CloudBerry Backup.
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NB: Do NOT Sync Repository before the files are all renamed in the cloud. This may lead to
unintended repercussions.

AWS S3 Transfer Acceleration

Amazon S3 Transfer Acceleration is a bandwidth speed-up solution, which can make the connection
with the data center up to 6 times faster. The acceleration is achieved by using the optimized network
routes between Amazon S3 storage facilities and AWS Edge Locations. Find out more information on
AWS S3 FAQ page.

1. You can enable Transfer Acceleration for any of S3 buckets registered in CloudBerry Backup by
pressing the Main Menu button and selecting the relevant account.

) | = | CloudBerry Backup Ultimate Edition

K —

':_\ol Add Mew Account

Edit Accounts 5 CB-TEST bucket

Registered Accounts

Amazon

L# mapped
Import Configuration BB MyDedup

i MyDrive_1
Export Configuration

Pt 3 <

( J{ Options
Help ]
W“:! Exit
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2. On the configuration page, choose Advanced settings option.

& Amazon S3 Account -

Amazon 53 Storage Account | Cost Estimates | Consistency Check |

[yl
““]j Setup Amazon 53 setkings

Amazon 53 accounk:
¥ou can import an account from one of CloudBerry products,

Display name: |CB-TEST bucket |

®) Use Access and Secret keys

Access key: |AKIAIJXURH?AC6JQJQQA |

Secrek key: | |

) Use AWS IAM role policy
Applicable if vou run application on &Ws ECZ instance

Bucket name: ch-test-s3bucket W |

| fdvanced settingsl
Specify Prowy Setkings

Don't have an Amazon 53 account 7
Create an accounk - Ik will take jusk a Few minukes!

(] 4 | | Cancel
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3. Click on the Use S3 Accelerate box. Now Transfer Acceleration is enabled.
3 Amazon S3 Account X

Amazon S3 Storage Account | Cost Estimates | Consistency Check |

byl
EH Setup Amazon 53 settings

L Advanced Settings -

Backup prefic; | CB-TEST-YM ‘|

Maote: The Backup Prefix helps wou identify your data in the bucket, ou
can skare backups From different computers in the same bucket and
distinguish them using the Backup Prefix, The Backup Prefix is set to the
computer name by default,

Primary region: | U5 East (Morthern Virginia) W
Ise 55L

[] covcCloud

se 53 Accelerate

ik | | Zancel

COTTC TIOv s T T PAETOE T F-F OCCoaric !

Create an account - Ik will take just a Few minukes!

I, | | Cancel

You can switch it off in the CBB Account options or via Amazon Management Console.

Archive to Glacier and Lifecycle Policies

If you use AWS services, you can make a profit of storing the archive data on the Amazon Glacier. It's a
low-cost storage for infrequently accessed data. The point is that one cannot access data on Glacier
immediately — it may take 3-5 hours to create the link. The data can automatically move to Glacier
from other AWS facilities according Lifecycle Policies. Find out more about this feature on the AWS

page.

CloudBerry Backup supports native AWS Lifecycle Policies feature, so CBB settings won’t conflict with
Amazon Management Console presets. It’s also possible to upload data directly to the Glacier.
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How to Configure Lifecycle Policies
Here is a guide on transferring data to Amazon Glacier using CloudBerry Backup user interface:

1. Go to the Tools menu and click Lifecycle Policy or use the same option on the left panel.
‘5 | & | CloudBerry Backup Ultimate Edition

ﬁ Home Tools
@ @ [ ] [# Lifecycle Palicy @ Language ~ AP Import Configuration
i = ¥/ Change Service Account 4 Export Configuration

Opticns  Network Diagnostic

Credentials
‘ Welcome H Backup Plans H Restore Plans H Backup Storage ‘ ‘ History
To| L3 Lifecycle Policy -
Welcome to CloudBerry u
= ] (= - You can reduce storage costs for your 53 accounts. Folders checked in
BEIC'(I.IP Ultimate Edition L I ' ‘_‘:5 the list below will be archived to Amazon Glader automatically. Also, 1
Standard-Infrequent Access Storage Class can be applied to these :
! ) folders.
| L Mote: Although storage costs are much lower for Glader and '
} i L. Standard-Infrequent Access Storage Class, file restores may cost much ‘
\__.;;;J more than with 53,
= Ba
‘f_!),-' Backup MS SQL Server Account: |’:j_.-' CB-TEST bucket W
‘-E)' Backup MS Exchange || Gl cb-test-s3bucket
Lé).' Setup Backup Plan
Lé); Restore Backup
Local Backup
i@ Lifecycle Policy
&P Read the help fie online
=
(£) Web Access
What's new Cu Mote: Right-dick on a chedked node to modify transition days.
Restore to Microsoft Azure for disaster (] show custom paths
recovery
| oK | | Cancel
BN . Fw

2. Use Lifecycle Policy dialog window to choose data to be automatically uploaded to Amazon
Glacier. It is possible to specify transition timeouts for each item and choose source data to be
transferred to Amazon IA storage first (here is the article about Amazon storage classes).
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& Lifecycle Policy -

= You can reduce storage costs for your 53 accounts. Folders checked in
| ' E! the list below will be archived to Amazon Gladier automatically. Also,

standard-Infrequent Access Storage Class can be applied to these
folders,

Mote: Although storage costs are much lower for Glader and
Standard-Infrequent Access Storage Class, file restores may cost much
more than with 53.

Account: |';_r..-' CB-TEST bucket v

SR co-test-sobucket
+-|_|[B] CB-TEST-¥M
=-|_|[B] WIN7-VIRTUAL

- ¥ | CBB_Configuration (transition to Glader in 40 day(s))

Mote: Right-dick on a chedied node to modify transition days.

[] sShow custom paths

| QK | | Cancel

After completion of the transfer operation, the backups will appear in the Archives section.
From Amazon AWS control panel perspective, the data transferred are not displayed in Glacier
storage, but it is still available in the S3 bucket.

Backup to Glacier

You can also set up Glacier as a standard CloudBerry Backup storage:
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1. Click on the Main Menu button and choose Add New Account.
) | = [CloudBerry Backup Ultimate Edition

[ istered Accounts Refresh
k_ﬂ Add Mew Account Reg @_ FIres
Amazon é?;)ﬁearch
kf Edit Accounts %) CB-TEST bucket B
L mapped
A Import Configuration BB MyDedup Backup Storage H t
faa MyDrive 1
{j Export Configuration
E‘Eﬁ Archive
o
() Opticns =
Wetal | Swstem State ":] M3SL
Help »
o
I
2. Select Amazon Glacier storage facility.
& | Select Cloud Storage = [ = -
Popular ~
iy 5 By A 5 == F')
:__H - Kg Blc Q n ('3
Amazon 53 Amazon Azure Deduplication  File Systern Google Claud  OpenStack  Rackspace
Glacier Server
Featured
L ~ 1 P
bgi‘ E; LJ = h= nlllt ‘ [N o o =
Amazon Cloud  Armazon 53 Amazon Azure File CenturyLink Cisco FTF Google Drive  Onelrive OracleCloud Seality
[Cirive [China) Glacier [China)
SFTR SoftLayer wCloud Air wCloud Air
[EMLC) [Google]
Mew
6
Backblaze B2
Others
- [ ] . %,
1 — . e .
¥ a ¢ ! @ C w & C
53 Compatible Akaza Aruba Cloud Aurg Caringo Cloda Clouds, Cloudian Cloudw att Connectria Canstant v
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3. On the next step, specify the AWS account credentials and select the Glacier vault.

& Amazon Glacier Account -

Amazon Glacier Storage Account | Cost Estimates | Cansistency Check |

=
h E ; Setup Amazon Glacier setkings

Armazon Slacier accounk:

You can impork an account From one of CloudBerry products,

Display name: |CE=-test-GIan:ier |

(®) Use Access and Secret keys

Arcess key: |AK1AJLMGCDFTTMP><MDTA |

Secret ke | |

) Use AWS IAM role policy
applicable if wou run application on AW'S ECZ instance

Waulk name: (¥

ake Mew Vaulk =

apecify Proeey Setkings

Don't have an Amazon Glacier account 7
Create an accounk - Ik will take jusk a Few minukes!

(04 | | Cancel
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a. If you don’t have a vault yet, you can create a new one from CBB interface. Press on
Create New Vault and choose its name and location region.

& | Create Vault -

Wault name: cloudberrybackup CE-TEST-YM |

Reqgion: 115 East (Morthern Wirginia) W

Mote: “Yault name was generated automatically, You can specify anokther
name. It is recomended ko put each computer backup into unique
waulk,

(04 | | Cancel

4. If you have made backups to this vault before, it will take 3-5 hours to synchronize
repositories. If no, the Glacier account will appear immediately, and you are ready to create a

Backup Plan.
5. Press Setup Backup Plan at the Welcome tab to start the Wizard. Choose Glacier account as a
cloud storage and specify the backup plan name.
& | Create Backup Plan Wizard -

Select Cloud Storage @

Select Cloud Storage for vour Backup or create a new

ane CloudberryLab

'\_\o' Add Mew Account

--u--H--J () CB-TEST bucket {(Amazon 53)

f@ (®) CB-test-Glacier (Amazon Glacier)

() Amazon {Amazon Cloud Drive)

j () MyDedup {Deduplication Server)
B C

s a) O mapped {File System)

& () MyDrive_1 (OneDrive)

< Back. | | Mext = | | Cancel
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6. On the next step, choose the backup mode. On the Regular Mode, files will be uploaded
separately. On the Archive Mode, data will be compressed in the one file to save on requests

charge.
& | Create Backup Plan Wizard -
Select Backup Mode @
Select backup mode depending of that Features wou want UGLIdhEFryLab
) Regular Mode

® Archive Mode {combine all files into one archive)

Recommended when vou back up a lot of small files ko reduce number of requests
ko cloud skorage

< Barck | | Mext = | | Cancel
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7. Then, specify the files for backup.
& | Create Backup Plan Wizard -

Backup Source @

Specify files and Folders vou want to backup
CloudberryLab

= ._I.._....m ~
#-| T3 $Recycle.Bin

- |3 Backup

- |3 CloudBerry Backup

- |3 DedupTmp

- |3 PerfLogs

- | Program Files

- | Program Files (x86)

| ProgramData

- | Amazon

- |3 CloudBerry Backup Enterprise Edition
- |3 CloudBerry Explorer For Amazon 53
-/« CloudBerry 53 Explorer PRO

- |3 CoudBerryLab

- |3 Microsoft

- |3 Package Cache

- |3 reqgid. 1991-06, com., microsoft

- | WsTelemetry e

+

. [F ][] [ [ ] - [

o O [ O O B 3 R

Add user profile Show leqend
add network, share

| < Back, || Mext = || Cancel |

8. Configure others options like encryption, compression, e-mail notifications, etc., and launch
the backup plan to upload the data to Glacier.

Glacier Restore

If Glacier storage hasn’t been used for backup on the computer before, or its contents changed since
the last backup, you need to synchronize it with local repository:
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1. Open the Tools tab, press Options and switch to Repository section.
&' Options -

zeneral | Connection | Bandwidth | Prouy | Rlaotification I Retention Policy |
Logging | Pepository | Advanced

@
| Caonfigure Repositary Opkions
||

Current dakabase size: 14 MB

| Shrink Database |

Location: |C:'I,F'ngramData'l,GDleBEH"’;.-'LEIHI,GDLIdBEFr‘;.-' Bal:kLIF|| 'Ei'... |

Synchronize Repository

(04 || Zancel || apply |

2. Click on the Synchronize Repository button. On the next screen, choose the Glacier Account
from the drop-down list and press Synchronize Now. Note: If you have made uploads during the

&) | CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

last 24 hours, the Glacier Global inventory may not occur and files may not be available.

& | Synchronize Repository -
~ Mote: This feature should only be use in emergency cases,
! h If wou are nok sure do nok use i,
[——

This dialog helps synchronize backup setkings bebween cloud skorage and the local
computer. Please contact suppork@cloudberrylab.com For more details.

Select storage account you want to syvnchronize then press 'Synchronize Mow' button,

ACcolnt; [Tj CB-test-Glacier (Last synch was on 77172016 1:50:55 PR W

amazon (Last synch was on 4132016 319455 PM)
:} AzureVM account (Last synch was on §/21/2016 10:01:51 AM)
rr_|-' CB-TEST bucket {Last synch was on 7)16/2016 4:44:37 PM)
-best-Glacier (Last synch was on 7172016 1:50:55 PM)
Y mapped (Last synch was on 4/12/2016 4:29:24 AM)
MyDedup (Last synch was on 5f16J2016 10:02:36 AM)
MwDrive_1 (Last synch was on 7/15/2016 3:13:36 AM)

|
:?1
W,

""-.._______..-l"

| Synchronize Mow |

Close

If the data is already synchronized, you can start the recovery. Click Restore at the Home tab. This will
start the Recovery Wizard.

Glacier retrieval options

Formerly, if you wanted to retrieve your files from Amazon Glacier, the only way you could do so is via
the so-called Standard retrieval. Well, not anymore. Amazon has introduced 2 new tiers:

¢ Expedited: for those who are willing to spend a little more for higher speeds. You can get you
data in as little as 1 to 5 minutes. Retrievals cost $0.03 per GB and $0.01 per request. Note
that there are some provisions that may impede smooth restoration. If you need to get your
data back in this time frame even in rare situations where demand is exceptionally high, you
can provision retrieval capacity. Once you have done this, all Expedited retrievals will
automatically be served via your Provisioned capacity. Each unit of Provisioned capacity costs
$100 per month and ensures that you can perform at least 3 Expedited Retrievals every 5
minutes, with up to 150 MB/second of retrieval throughput. If you exceed that limit, expect
errors on the part of Amazon.

¢ Bulk: for those who want to limit expenses by sacrificing access time. It is perfect for planned
or non-urgent cases, with retrieval taking anywhere from 5 to 12 hours at a cost of $0.0025
per GB and every 1000 requests amounting to $0.025.
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The Standard tier with your typical retrieval hours (3 to 5) also remains, costing $0.01 per GB along
with $0.05 for every 1,000 requests.

CloudBerry Backup 5.3 or newer allows you to select the preferable retrieval tier when setting up a
restore plan.

p
() Restore Wizard RS

|
Glacier Smart Restore @ |

Reduce or eliminate your retrieval fees from AWS Glacier
CloudberryLab

This option is applied ONLYto files stored in Amazon Glacier or Amazon S3 files
with GLACIER storage class.

Retrieval type: Standard v

More information

| <Bak |[ Next> || cancel

- A

By default, the Standard tier is used to retrieve data. So if you don’t explicitly specify the tier, expect
the Standard fees and retrieval waiting time.

CloudBerry Backup Advanced Options

CBB has some features which can resolve specific cloud storage issues. They can be found on the
Advanced tab of the Options window.
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& - Options -

General | Connection I Bandwidth | Priney I Mokification | Retention Policy |
Logging Repusiturﬂ Advanced |

i

)
| Setup advanced options
|

Churk size: 10 o MB

Specifies the chunk size of a file that will be uploaded to cloud storage,
Churk size must be between 5 MB and 5 GB

Thread count: & 2

Specifies how marny threads will be used For one backup plan.

Process priovity: |[Nu:urmal] General Process Priority W

Specifies the priority for backup plan process,

Prevent computer from sleeping while plan is running

Temporary Folder: |C:'I,Pru:ugramData'l,CIDudBerryLaI:u'l,CIu:uudBerrv Ba|:|| | |

Specity path where termparary stored backups of databases before
uploading ko the cloud storage.

[] clear archive attribuke during backup

| QK | | Cancel | | Apply

Multipart Upload

This feature breaks big files into the smaller chunks before uploading and then assembles them on the
destination storage. This feature allows to:

® Ignore network errors and re-upload corrupted parts.

e Transfer data in multiple threads to increase the upload speed.

e Stop and start the upload at the Backup Plans tab.
At the Advanced tab, you can select the chunk size and specify number of threads. The bigger chunk
size increases transmission speed, but it will take more time to continue interrupted transfer task.

Process priority:  |[Mormal] General Process Prioriky W

[High] Setting it to High priority

AbovelMormal] Setting it above Mormal priorit
Mormal] General Process Prioriky

Prevent compu|[Belowhormal] Setting it above Low, buk below Mormal
[Loww] Sekking it bo Low pricriky

Specifies the pric

You can also assign CloudBerry Backup process priority to manage performance.
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Clear Archive Bit

The Archive Bit (ArB) is a file attribute that is set when a file is created or modified. It basically

indicates whether the file is a new one or modified, so the system can decide to archive it or just skip.

Let's look at an example:

You create a new file. The Archive Bit attribute is automatically set for this file.

A daily backup schedule starts from Monday. It performs a full backup, and it completes
successfully. The ArB is turned off.

If here were no file modifications on Tuesday, CBB incremental backup skips this file since the
ArB turned off.

You modify the file on Wednesday. The ArB automatically turns on again.

Incremental backup starts on Wednesday. CBB backs up the modified file and turns off the ArB
attribute.

The ArB will stay turned off and CBB will skip the file until you modify it again.

It is possible to clear archive attribute during backup by checking the relevant box at the Advanced
tab. The option may be useful if you have re-deployed CBB on the machine, and there were file
modifications in between.

Command Line Interface

CloudBerry Backup has a command line interface, which can manage all backup or restore features. It

may also be used in Pre/Post Actions in backup plans, or by external software. The interface tool is
cbb.exe, which is located in the CloudBerry Backup root folder. By default, it’s C:\Program
Files\CloudBerryLab\CloudBerry Backup.

Here are some examples of CloudBerry Backup CLI usage:

Configure global settings. For instance, run the next command to set bandwidth speed to
100Kbit/sec:

cbb.exe -o -bw 100
Create a backup plan using the next command:

cbb.exe backup -a myStorage -f "C:\Users\Administrator\Documents\Image.bmp" -d
"C:\Users\Administrator\Documents\Data" -ifm "¥ rtf;*.bmp"

CBB perform a one-time backup of image.bmp in Administrator\Documents and save all .rtf
and .bmp files from the \Data folder to myStorage account. The backup process will be
tracked in the Command Line.

Recover data. Run the following command:

cbb.exe restore -a "myStorage" -d "C:\Users\Administrator\Documents -rl original -rt latest -o
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All files assigned to the Documents folder will be restored to their original location overwriting
the existing files if any.
Full commands list and advanced scenarios can be found on the Command Line Interface page.

How to Recover Jobs and Presets on the New Server

When the disaster happens, first step is the hardware renewal. Whether you get new computers or
choose cloud services, the next thing is the restoration of backup service and data recovery. There
should be some precautions made before:

1. Each Backup Plan should be created with the Save backup plan configuration to the backup
storage option enabled. It won’t take much storage space and helps to restore task
configuration even if the initial machine is lost.

& Create Backup Plan Wizard -

Plan Mame @

Specify a plan name
CloudberryLab

Plan name: |3au:|<1_|p plan on 7/18/2016 6:09:04 AM |

[] 1'd like to use AW'S Import § Export Feature to make initial backup

Mote: Your data will be copied o snowball or portable storage device (e, initial
backup). ¥our data will be uploaded to the Amazon 53 storage. You can monitor
the plan status on the Backup Plan tab. Compression and encryption will not be
used For the initial backop,

Save backup plan configuration to the backup storage

Mote: If wour plan has encryption, the encryption password will nok be stored by
security reason, You will have to specify the encryption password during restore,

< Back | | Mext = | | Cancel
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2. Preserve CBB settings to facilitate the recovery by pressing on Export Configuration button at
the Tools tab.
5 | & [CloudBerry Backup Ultimate Edition

- Home Tocls

@ @ [ @ Lifecycle Palicy @ Language ~ AP Import Configuration
- ke == B Change Service Account I 47 Export Configuration I
Options  Network Diagnostic
Credentials
‘ Welcome H Backup Plans H Restore Plans H Backup Storage H History ‘

3. On the window appeared, choose plans to be saved and specify export location. You may
create a backup task for configurations file to recover it easier later.

& | Export Configuration -

IMU.-'I ll-il
| U Please specify backup plans that will be exported ko zip file,
||

Backup plans:

b ' Consistency check plan For CB-TEST bucket ”
“#¥ Consistency check plan For mapped
% Consistency check plan for MyDedup
fil Consistency check plan far MyDrive_1
I syetem backup >

[ | Remove encryption passwords {should be specified during impaort)

Export ko |C:'l,Llsers'l,'-.-'iI:aI';.-"I,Dncuments'l,Cu:unFiguratiu:-n_ED160?18062456.cbbmnﬁ| | |

Expart | | Close |

After all preparations are made, move to the new instance and proceed the following steps:

1. First of all, release the license to continue it on the new instance. You may contact the support
to create a request or do it by yourself if the previous machine still accessible. Click on the
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Main Menu button, choose Help section and press Release License.
o | iz | CloudBerry Backup Ultimate Edition
e —
C Add New Account D Contente #» Import Configuration
0 47 Export Configuration
(g EditAccounts Q CloudBerry Lab Website
A Import Canfiguration R!,-I) Web Access Backup Storage ‘ ‘ History

i _ LR
€= Export Configuration @ Check For Updates

*]j] CB-TEST bucket

i Used space: 15.8 GB
@ Options I:I Send Feedback... Fefresh Edit
Consistency Check: 7/16/2016
Help ’ |:| Release License.., Run Edit
i e O -
ystem State on 6/21/2016 11:20:56 AM

“on7/14/2016 4:21:51 PM

2. Install CloudBerry Backup. On the first run, specify license key or start a trial.

. () Activate Product 29

{' S CloudBerry Backup

domiain.

Start 15 days Trial (free)
Try full version for the next 15 days absolutely for freel!l

| —
Use Home Edition (free)
Home edition is free and for private use only. It can be run
on Desktop OS5 and on the computer that not included in

v

Activate commercial version

Enter the licenss key and activate commercial version now

CloudBerry Lab
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3. Click on the Main Menu button and select Add Account. Choose the same bucket and display
name as before and specify security credentials.

" — 5
() Amazon 53 Account ﬁ

Amazon 53 Storage Account | Cost Estimates I Consistency Che::k|

'“‘I']j Setup Amazon 53 settings
Amazon 53 account:
You can import an account from one of CloudBerry products.

Display name: CB-test-53 Restore

@ Use Access and Secret keys
Accesskey:  AKIALTXURHYACSIQIQQA J

secret key:

) Use AWS IAM role policy

Applicable if you run application on &WS EC2 instance
Bucket name: <Specify bucket = m
<Create Mew Bucket=

Don't have an Amazon 53 account ?
Create an account - It will take just a few minutes!

OK ] [ Cancel

-

4. There are three ways to restore jobs and presets on the new computer:

a. After pressing OK while renewing the account, CloudBerry will scan the storage for
previous backups. If there is one, CBB will ask if you want to recover another

&) | CloudBerry Lab
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computer. Select the previous machine from the drop-down list.

Lol [
{3 Amazon 53 Account &J

Aot We detected badwp from another computer in selected storage. Please
! % choose one of the options below.

|
(71 Backup this computer

Select this option if you just want to backup this computer to a new
backup location,

@ Recover another computer

Select this option if you are going to restore backup from anaother
computer (after a crash for example).

Computer: [CB-TEST-E):['.H TJ
CB-TEST-EXCH

[T] Don't show this dialog nex

| ok || cancel |

on'thave an Amazon :
Create an account - It will take just a few minutes!

oK ] [ Cancel

L= )

b. If the previous step missed, assign CBB to the previous computer via Backup Prefix.

Press Edit Account in the Main Menu, choose the Advanced Settings option and
specify the backup prefix of the desired computer. There is a drop-down list with
existed prefixes on the storage too.

(b Advanced Settings [ﬁ

Backup prefix: |PC H

Note: The Badufeoator £4CH |
can store bamP
distinguish them \INZVIRTUAL

computer name by default,

Primary region: ’US East (Morthern Virginia) "]
Use 551

[7] Govcloud

[7] use 53 Accelerate

0K l [ Cancel

&) | CloudBerry Lab




CloudBerry Backup Installation and Configuration Guide

c. You can also recover backup jobs and presets by renewing the configurations. Choose

the Import Configuration at the Tools tab and specify the .cbbconfiguration file.

{_} Import Configuration ﬁ

I:I-r 1

o

C] Settings and badkup plans will be imported from configuration zip file.
1]

Import from:

top\Configuration_20160718070206.chbconfiguration| [:]

1 Mote: vour settings and backup plans wil be overwritten from
fal selected configuration archive
(===

Import ] [ Close

5. If used backup-prefix restoration, synchronize with the storage facility and renew backup
plans by opening the Backup Storage tab and pressing Refresh button.
Lo e e e
T _{Tmmmad it B NI,
Fileg Bave B Mk
Wekcsrse Bachin Pl Batre Pam Backig Ssrage ooy
e bachug Ses fourd (5 Tebes b wdee pege)
6.

This displays the list of the storage contents. Choose Backup Plans section and right-click on
the desired plan,

- By gl WS 50U Sesver | CllCioasd 1 Dl . * W bt
. WS Euchy Cloud 4a La o+ ¥
| WS Eschangs 8 Cizad 4 Locw il P msarch
Filan Eave Favzn M
gty aoiakic U5S)
Weicame: Racksz Plara PRecore Fam Eackz Srrage Hatory
e B Laaz refraahid 44 sicond aga
o Bl ki
B Gl Chawdl s Chonsd Biachoupes A~ et Moty [ (I ¥ B W
18 Dotk brage Séxchgs M5 3O B 90 VI M2LILPM ] 4|
%
By B Wil ¢ Syriem: e | B
0 [y WEGL Sever era Croch gl ot Pcprrion s Sadun Far IANX
U 5 Parkurag Sasw e 0 Ay
Bachip Plant —
| F K Dk
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7. Then choose Restore selected plan and common console  settings.

-

(b Restore Backup Plan ]

(") Restore selected backup plan only

@ Restore selected plan and common console settings

Restore ] [ Cancel

]

8. Now plans are active at the Backup Plans tab. If you have specified the dissimilar name for the
storage account, attach the plan to the storage manually by clicking on the Edit Backup Plan
option.

a Backup plan on 7/14/2016 5:42:11 AM (Account is not specified)

Backup: C:Wsers\italy\Documents
Schedule: Dizabled Enable

Current Status: Mot started

Last Run: 18.07.2016 10:45

Last Result: Account for starting plan is not defined
Files Uploaded: i

Backup Duration:

Edit Backup Plan | Delete Backup Plan Restore Files  View History Force Full Backup Clone plan

Troubleshooting

If something goes wrong with the CloudBerry Backup, we will do our best to help you. On the
Customer Support page, you can find frequently asked questions, read about the common issues or

create a support ticket.

You can also contact us immediately within CBB interface in a few ways:

&) CloudBerry Lab
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1. Open the Tools tab and click on the Diagnostic button.
5 | 1% | CloudBerry Backup Ultimate Edition

- Home  Tools

F) @ m @ Lifecycle Palicy @ Language ~ # Import Configuration
- il == | B Change Service Account ¥ Export Configuration
Options  Network Diagnostic
Credentials

| Welcome || Backup Plans ‘ ‘ Restore Plans H Backup Storage || History

2. Press Report an issue in the Last Result line of the failed backup plan.
1 syatem badkup (LB TESE bulost ) (Rmaim 53]

Backiis e Wy bogcha
Dol MER|: FOMA O 20 TOE
Sifeexdabel Destisd Erodes
Carrent Shatue L
Lok R TTERENI R T8 A
i
il Uplsanledk 2 (HEE K
Fuschg Buation Frp——

i gebyp £ 2 B i ey N ok ;
EcitBuckuplen  Dnlats Buckup My Rartors fbg  Miew Mirtery  Foecs Fol Beckup  Clons plan A bk re

3. Open CBB Options and go to the Logging tab. Here you can set up logging level (not
recommended to change without a need). Press View diagnostic log to contact the support.

& | Options -

| General I Conneckion | Bandwidth | Prioy | Motification | Retention Palicy |
Logging |Repu:usitu:ury | Advanced |

oy g
| (] Setup diagnostic and logging settings
A

Logaing lewvel; | Lo level hd |

Loqg ko Falder: | C:ProgramDatal ClaudBerryLabl CloudBerry: Eackup'l| | |

I Wiew diagnioskic log I

I || Cancel || apply

&) CloudBerry Lab
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All these actions will open the Diagnostic window, where you can describe a problem and send logs to
the CloudBerry Lab Support Team.

3 Diagnostic - o]

iy

E=

| | E] Send us this diagnostic information in case of trouble
]

Mame*: |
Email™*: |cbtest@c|0udberry.c0m |
Ticket: |please Fill if you have one |

Please enter the problem description here {limited to 4000 characters);

The lag file will autornatically be sent ko us and a support ticket will be created. Cur
support staff will conkact wou sharthy,

Open in Folder

I Send to Suppott || Close

Summary

Now you are aware of all fundamental features of CloudBerry Backup and know the basics of backing
up to the cloud. To find out more, you may want to visit these resources:

e CloudBerry Lab Blog, where we introduce new features, publish guidelines and analyze cloud

services market.
e CloudBerry Backup FAQ, where you can find the solution of typical issues.

e Customer success stories about CloudBerry Backup implementation.

e Videos page with guides and reviews.
If you still have questions left, don’t hesitate to contact us! CloudBerry Backup is a ripe product for
business tasks, but we still develop new features to keep pace with storage providers and customer
demands.

&) CloudBerry Lab
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